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Abstract

The operation of power grids is becoming increasingly data-centric. While the abundance of data
could improve the efficiency of the system, it poses major reliability challenges. In particular, state es-
timation aims to learn the behavior of the network from data but an undetected attack on this problem
could lead to a large-scale blackout. Nevertheless, understanding vulnerability of state estimation against
cyber attacks has been hindered by the lack of tools studying the topological and data-analytic aspects
of the network. Algorithmic robustness is of critical need to extract reliable information from abundant
but untrusted grid data. We propose a robust state estimation framework that leverages network spar-
sity and data abundance. For a large-scale power grid, we quantify, analyze, and visualize the regions
of the network prone to cyber attacks. We also propose an optimization-based graphical boundary de-
fense mechanism to identify the border of the geographical area whose data has been manipulated. The
proposed method does not allow a local attack to have a global effect on the data analysis of the entire
network, which enhances the situational awareness of the grid especially in the face of adversity. The de-
veloped mathematical framework reveals key geometric and algebraic factors that can affect algorithmic
robustness and is used to study the vulnerability of the U.S. power grid in this paper.
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While real-world data abound for many complex systems, they are often noisy and corrupted. Acquir-
ing reliable information from abundant but untrusted data is key to enhancing cybersecurity for mission-
critical systems, such as transportation and power grid. Since many of these systems are inherently network
structured, data analytics cannot be satisfactorily understood without incorporating their underlying graph
topologies. Consider the power system state estimation (SE) as an example, which constantly monitors the
status of the grid by filtering and fusing a large volume of data every few minutes. It plays a critical role
in the economic and reliable operation of the grid because major operational problems such as security-
constrained optimal power flow, contingency analysis, and transient stability analysis rely on its output. The
current industry practice is based on a set of heuristic iterative algorithms proposed in the 70s, which are
known empirically to work properly under normal situations. However, those algorithms become brittle un-
der adverse conditions, such as natural hazards, equipment faults, and even cyber attacks. The significance
of functioning SE to operators was illustrated by the 2003 large-scale blackout, in which the failure of SE
contributed to the inability of providing real-time diagnostic support [22]. Despite substantial advances in
algorithm design, namely using semidefinite programming, holomorphic embedding load flow methods, and
homotopy continuation methods, a major obstacle still remains: the lack of a framework for the design of a
robust and scalable algorithm together with a realistic evaluation of its vulnerability [1, 11, 18]. Developing
such a framework is challenging for three reasons: (a) the model of a power system is highly nonlinear
and nonconvex due to physical laws, (b) computational resources required by the existing algorithms grow
rapidly in the size of the system, and (c) the number of scenarios for adverse conditions is too large to be
enumerated (it is higher than the number of atoms in the observable universe for systems with as low as
500 possible attack points). These challenges have limited the scope of previous studies to simple approxi-
mate models or conservative methods that ignore the topology-dependent characterization of vulnerabilities
[11, 18]. Similar hurdles exist in studying vulnerability of data analytics for other large-scale complex
graphs, including ecological and social systems [24, 10], due to the lack of statistical tools for untrusted data
with underlying nonlinear and structured (rather than random) graphical models.

Here we focus on the U.S. grid, which is the largest machine on earth with more than 450,000 miles
of transmission lines (Figure 1). It consists of three large and nearly independent synchronous systems
(Eastern, Western, and Texas) that together span the lower 48 United States, most of Canada, and some parts
of Mexico. Due to confidentiality requirements on critical infrastructure information, we report our findings
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Figure 1: The U.S. power transmission network. (A) Map of the Eastern, Western and Texas interconnec-
tions. (B) Schematic diagram of a portion of the network. Each blue circle indicates a node (e.g., generator
bus or load bus). Nodes are connected by transmission lines. Power is generated, transported and consumed
in different locations (the amount of power is shown as the width of the orange arrow).



on modified grids, which match the size, complexity, and characteristics of actual grids [6]. Basic properties
of the data are listed in Table 1. Central to the vulnerability analysis is that we provide formal statistical
guarantees that rely on the physical and cyber infrastructure, which can be realistically evaluated on any
large-scale system to depict high-granularity characteristics through graph topology, as shown in Figure 2.

Figure 2: Vulnerability map of the modified U.S. power grid. A line is robust (shown in green) if it stops
error propagation from one end to the other during state estimation; otherwise, it is vulnerable (shown in
red). Because the vulnerability map varies according to the set of available measurements, we demonstrate
the map for a single profile with abundant data, which includes voltage magnitude as well as real and reactive
power injections per bus and real in addition to reactive power flows per branch.

Data abundance meets algorithmic robustness

Existing SE software solves nonlinear least squares (NLS) for the set of complex voltage phasors based on
power flow measurements. NLS is a nonconvex problem, so even in the absence of measurement errors,
local search algorithms such as Newton’s method can become “stuck” at local minima, which are spurious
and do not correspond to a useful estimate of the state. When this occurs, the conventional wisdom is to
conclude that the estimations are unduly influenced by bad data, which are subsequently identified, down-
weighted and even discarded to rectify the outputs [16, 14, 19, 11]. Nevertheless, this is misleading and even
harmful, especially during unusual or emergency situations when accurate estimates are needed, because
erroneously rejecting useful information can further reduce the reliability. Even though advanced convex
relaxation techniques, such as semidefinite programming, can partially address this issue [18], the primary
disadvantage is their heavy computational and memory requirements.



Compared to the classic state estimation where one needs to obtain useful information from limited
data, there is a paradigm shift from a limited-but-trustworthy data regime to an abundant-but-untrusted data
regime due to the significant growth in instrumentation and communication in the electric grid,. Hence, a
natural question arises: Can the additional information from abundant data sources be leveraged to enhance
the robustness of the algorithm?

In this section, we provide a strong positive answer to this challenging question. We propose a new
representation for the common types of measurements, such as the real and reactive power flows and voltage
magnitudes, by fully exploiting the sparsity structure of power networks. This representation framework
comprises physical quantities such as voltage magnitudes squared and phasor products over the lines. A
key advantage is that one can express all power flow measurements as a linear combination of these basic
parameters. From a computational complexity perspective, this enables depicting the boundary between easy
and difficult instances of SE with respect to the number and locations of sensor measurements. Particularly,
it is well-known that the SE problem is usually unidentifiable (i.e., there are multiple solutions that are
consistent with the measurements) in the traditional power flow setting, where each bus has only 2 sensor
measurements. Yet, our analysis shows that the problem becomes solvable as soon as the SE problem is
modestly over-determined (i.e., there exists a method to uniquely recover the true state of the system). In
contrast, this guarantee is almost vacuous using existing theoretical tools [7].

While the new parameter representation is effective under clean data, it turns out that it can be used
to deal with corrupted and untrusted data as well. To this end, we propose a two-step pipeline. The first
step is to solve a convex optimization, where the objective deals with both dense noise due to measurement
error and sparse noise due to bad data. Because the variables correspond to physical quantities, they can be
mathematically constrained within a set of second-order cones (SOCs) to improve robustness, though the
unconstrained versions based on linear programming (LP) or quadratic programming (QP) are also viable
options. Based on the estimations from Step 1, the next step directly reconstructs the voltage phasors from
the set of linear bases using elementary algebra. As a general remark, the rationale of the design of the
optimization algorithm in Step 1 can be also explained by an interesting connection to the robust statistics
literature. It can be shown that the optimization is equivalent to minimizing the Huber loss, which is well-
known to be robust to outliers (supplementary material). Previous methods have incorporated Huber loss,
but they are either in the setting of the DC approximation or a nonconvex formulation [17, 4]. There is also
a lack of theoretical understanding of the performance in the literature. Furthermore, the incorporation of
conic constraints tightens the relaxation, but the analysis becomes more involved.

Next, we provide a theoretical guarantee for global recovery in the case of sparse bad data. Consider
the following “corrupted sensing model” where the nonlinearity is hidden within a linear model using our
method to be explained later:

y=Ax+w+b. (D)

Here, y is the set of m sensor measurements for the vector & consisting of latent variables, A is the sensing
matrix, w is the dense random noise due to measurement error, and b is sparse bad data. Let 7 C {1,...,m}
denote a set of measurements that are biased by sparse dense noise b (i.e., by, # 0 if and only if £ € J) and
J ¢ be its complement set; let A 7 be the submatrix with rows indexed by 7 in A. Denote the pseudoinverse
of Ajcas AT, = (ATCA jc)*lA}C. Then, under some mild “observability condition,” the proposed two-
step pipeline (the unconstrained version) can simultaneously recover the true state and detect the bad data if
the following condition is satisfied:

pore(J) = AL Al < 1, (GRC)
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Figure 3: Evaluation of algorithmic robustness for different levels of bad data. The bad data are gener-
ated by the “scattered attack™ strategy, where a subset of lines are chosen whose branch measurements are
all corrupted. For state estimation, we consider Newton’s method to solve nonlinear least squares (NLS) as
the baseline, and compare it with the proposed methods based on quadratic programming (QP) and second-
order cone programming (SOCP). For each percentage of bad points within dataset, we show (A) the root
mean squared error (RMSE) and (B) the F1 score of bad data detection, averaged over 20 independent sim-
ulations. For RMSE, a desirable value is any number less than 0.01. The F1 score is the harmonic average
of precision and recall. Because NLS deteriorates significantly with the addition of bad data, we only show
the simulation results up to 2% of bad data, which corresponds to about 380 number of bad data. We tested
on the synthetic Texas Interconnection with full sensor measurement set.

where || - ||~ denotes the matrix infinity norm (i.e., the maximum absolute column sum of the matrix).
Intuitively, pgre(J ) measures the alignment of the corrupted data and the clean data. The condition states
that if the bad data are not aligned with the benign data, then it is possible to detect them.

We compare the proposed technique to the conventional approach based on Newton’s method with bad
data detection (BDD) in some empirical evaluations. For Newton’s method, measurements with residual
larger than a threshold are removed and SE is re-solved. As shown in Figure 3, our method significantly
improves on Newton’s method in terms of estimation accuracy and bad data detection rates. Contrary to
the prevailing wisdom, BDD is not effective because it depends on the quality of the initial estimation
from Newton’s method, which can be badly influenced by the bad data. In contrast, the key idea of the
proposed method is to incorporate a BDD term in the optimization so that the best configuration of the state
estimation and bad data vector be detected simultaneously. Since we solve either LP/QP or second-order
cone programming (SOCP), the runtime is manageable for real-time applications. We also see that the SOCP
version is more robust than the unconstrained LP/QP version (see Figure 3S in the supplementary material
for close comparison) .

From global recovery to boundary defense

The above results demonstrate that the proposed two-step pipeline can deal with random sparse bad data.
More importantly, we are concerned about the scenario where the bad data are engineered, or a whole
subregion’s data are compromised. This corresponds to adverse conditions such as cyberattacks or natural
disasters. In this situation, Newton’s method is particularly vulnerable, because by simply solving the



nonlinear least squares, the influence of bad data will propagate throughout the system, as shown in Figure
4. What can we say about the robustness in this case?

It turns out that to defend against cyberattacks where the data for a geographical area are attacked, we
need to devise a new defense mechanism. Because the basic “observability” condition is not satisfied, it is
unrealistic to recover the state within the region. A well-defined problem is how to identify the boundary of
the attacked region to be able to limit the spread from and impact of small disruptions to local regions.

To this end, we propose a new notion of defense on networks, called “boundary defense mechanism.”
For a given attack scenario, there is a natural partition of the network into the attacked, inner and outer
boundaries, and safe regions (Figure 5(A)). If boundary defense is successful, then no matter how erroneous
the state estimation is within the attacked region, the estimates at the boundary and in the safe region are
unaffected. This is a fairly general framework, because it incorporates a wide range of adversarial scenarios
that are localized, including line outage, substation down, natural disasters, and cyberattacks. However, a
key challenge arises: due to the large number of possible scenarios, it is clearly unrealistic to evaluate the
efficacy of boundary defense separately for each case. How can one provide a systematic assessment of the
robustness that can be applied to a variety of scenarios?

Our key idea is that instead of treating the power grid as a collection of buses and lines, we analyze
each line individually. Specifically, we associate a “vulnerability index” (VI) to each line in one of the 2
directions. Note that VI is algorithmically dependent. In the case of unconstrained LP or QP, this metric for
line 7« — 7 is given by the following minimax optimization:

LP ‘

i—j = ma min h .
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where H'F (¢) = {h | ALHJ' yimih+ ALHJ' 2iwi€ = 0} is the set of admissible h for a given vector &
bdv *““bd A Ao

in the unit hypercube, the index sets ./\/lf;fi and M%Zi correspond to the defending and defective measure-

ments on the boundary, and Xé;j denotes the set of variables associated with the boundary (supplementary

Figure 4: Evaluation of the boundary defense mechanism. (A) The grid is under “zonal attack,” where the
measurements within a zone are corrupted (shown in red). State estimation based on (B) Newton’s method
for nonlinear least squares, and (C) the proposed method with SOC constraints, where in both cases, buses
with an estimation error greater than 0.002 are marked red. The errors propagate throughout the grid in (B),
but are contained within the zonal boundary in (C).
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Figure 5: Illustration of the boundary defense mechanism. (A) Schematic diagram showing the attacked
nodes as well as inner and outer boundary nodes. (B) Vulnerability index evaluation. Only nodes and lines
considered in the evaluation are highlighted for each line evaluation, with each line direction considered
from the attacked node to the inner boundary node.

material). We use the subscript notation A ; to indicate the submatrix of A whose rows are in-

Mgl Xpd
dexed by M, ;7 and columns are indexed by X, ;. Figure 5(B) illustrates the nodes and lines relevant to

the evaluation of four lines for a given attack scenario. The case of SOCP is defined similarly:

SOCP (,.\ _ - i
) (w)—”rglﬂf L [ ]loo (VI-SOC)

where H5OCP (¢, ) is the set of admissible h defined in the supplementary material. Firstly, it can be seen
that (VI-SOC) depends on the true state . However, this is not an issue because it can be shown that for
every x that corresponds to a complex voltage state of the system, we have

SOCP(w) < aLP

Q5 i—j

In other words, the incorporation of second-order cone constraints always improves robustness.
Our main result is stated in the following theorem (formal statement can be found in the supplementary):

Theorem 1 (Boundary defense mechanism). Consider a partition of the network into the attacked, bound-
ary, and safe regions, where the bad data are contained within the attacked region. If the vulnerability index
(LP/QP or SOCP) in the direction that points outwards from the attacked region is less than 1 for all lines
on the boundary, then the solution obtained from the two-step pipeline has the following properties: (i) all
the detected data are bad data, so there are no false positives in Step 1; and (ii) after removing the subgraph
of the attacked region from the main graph, direct recovery in Step 2 recovers the underlying state of the
system for the un-attacked region.



From an attacker’s point of view, by attacking data in a local region, the adversary hopes that error
would propagate throughout the system due to miscalculation. Indeed, this normally occurs for Newton’s
method. In contrast, the above theorem guarantees that it will never happen using the proposed algorithm
as long as the boundary defense condition is satisfied. This explains the intriguing phenomenon observed in
the beginning—for the case of topological errors (line or substation outage) or cyberattacks, the boundary
defense mechanism is “triggered” to contain the error within the local neighborhood.

Geographic mapping of vulnerabilities

Based on the mathematical tools developed in the previous section, we assess the robustness of the synthetic
U.S. grid. First, we visualize the vulnerability index on the map for both (VI) and (VI-SOC) in Figure 6.
Due to its dependence on the underlying state, (VI-SOC) is shown for a profile described by the dataset,
which represents a snapshot of the operating status. A line is considered “robust” if the VIs in both di-
rections are less than 1; otherwise, it is “vulnerable (V-line).” The plot shows a geographic distribution of
robust/vulnerable lines for the east coast of the U.S. grid. It can be seen that the density of vulnerable lines is
relatively high for populated areas like Boston and New York, where we also observe a high density of robust
lines. On average, 59% lines are robust across the states, which is further split into each of the independent
synchronous regions, as shown in Table 1. In addition, it can be validated in the map that (VI-SOC) always
improves (VI), which implies that the incorporation of SOCP constraints can help rectify state estimation
and BDD.

The vulnerability map can be used in various ways. For instance, it can be used to investigate whether
topological errors for a line or a substation can be contained locally. This corresponds to the case when there

Figure 6: Comparison of vulnerability maps under different optimization strategies. Vulnerability
maps when using the proposed (A) LP/QP and (B) SOCP are shown, where a robust line is marked green
and a vulnerable line is colored red.



Figure 7: Comparison of bus critical index maps under different optimization strategies. Since the bus
critical indices are no larger than 3 within the map, we only show the locations with values 2 (yellow) and 3
(red) for the proposed (A) LP/QP and (B) SOCP state estimation strategies.

is a model mismatch for a transmission line or substation, such that the associated measurements are largely
biased. While this is a challenging problem, it could be addressed using the vulnerability map systematically.
Specifically, if the erroneous line/substation is surrounded by robust lines, then it is guaranteed that the error
will be contained locally via the boundary defense mechanism. Otherwise, there is a possibility that error
will “escape” through a vulnerable line to affect the outside region, which is referred to as a “critical line
(C-line)” or a “critical bus (C-bus).” In particular, for topological errors such as line mis-specification, it can
be regarded as a pair of gross injection errors at the two ends of the line; hence, we can identify it as long as
the line is not a C-line. A summary of statistics is shown in Table 1.

Furthermore, we can extend the case study by defining a criticality index (CI) for each substation. CI
gauges how many nodes in its neighborhoods will be affected if this substation is down. The higher the
value, the more crucial the situation if the substation is compromised. This is analogous to the cascading
failures for generators, but the difference is clear—our focus is on the robustness of data analytics rather
than physical dynamics. For each substation, CI can be calculated as the size of the connected component
rooted at the node, where an edge between two nodes is present if and only if the physical line that connects
them is vulnerable. We visualize the distribution of CI on the map as shown in Figure 7. It can be seen that
they are concentrated in populated areas.

Relating vulnerability to network and optimization properties

To investigate factors that affect line vulnerability, we shift our focus to the underlying network and opti-
mization properties. So far, our study has been conducted with respect to a specific measurement profile,
which corresponds to the set of full nodal and branch measurements. An important question is: How do the



Basic properties Properties of LP/QP Properties of SOCP

Buses Lines V-lines C-lines C-bus BusCI V-lines C-lines C-bus BusCI
Texas 2,000 3,206 3762 4251 4775 .20 2979 3674 4225 .06
Western 10,000 12,706  .4715 5231  .5313 15 3979 4636 4860 .06
Eastern 70,000 88,207 .4932 5415  .5327 14 4104 4780 4810 .05

Table 1: Summary statistics of network properties and vulnerability characteristics. We show the
percentage of V-lines and C-lines among all network lines, and the percentage of C-bus among all network
buses for LP/QP and SOCP. We also show the average bus critical index, which measures the influence of a
single-bus attack on the rest of the network.
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Figure 8: Comparison of different measurement profiles and redundancy. We consider three different
methods for sensor augmentation, as detailed in the main text. The redundancy value is calculated as the
number of sensors divided by 2 x n;(number of buses) — 1, which is the degree of freedom in the tradi-
tional power flow problem. Each point for (A) RMSE and (B) F1 score is obtained by averaging over 20
independent simulations.

number and locations of measurement sensors affect line vulnerability? In particular, does decreasing the
number of sensors make the network significantly more vulnerable, and what type of sensor measurements
can bolster boundary defense?

For this purpose, we examine three methods for “measurement augmentation.” The first method (Method
1) starts from a spanning tree of the network and incrementally adds a set of lines to the tree to obtain a
subgraph that will be used for taking measurements. In this method, each bus is equipped with only voltage
magnitude measurements, and each line has 3 out of 4 branch flow measurements. The second method
(Method 2) starts with the full network, where each node has voltage magnitude measurements and each
line has one real and one reactive power measurements, and it grows the set of sensors by randomly adding
branch measurements. The third method (Method 3) differs from Method 2 only in that it grows the set
of sensors by randomly adding branch measurements as well as nodal power injections. To evaluate these
three methods, we devise a “scattered attack™ strategy, where we randomly select 25 lines of the 2000-bus
Texas Interconnection and corrupt all of its branch measurements, which amounts to 100 bad data. We then
employ our proposed method to first detect bad data, and then rerun SE on the sanitized measurement set.
The observation is that, in general, both the root mean squared error (RMSE) and the F1 score for bad data
detection are enhanced as more sensors are added to the network, as shown in Figure 8. Specifically, an F1
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Figure 9: Characterization of vulnerability based on measurement profiles. The five measurement
profiles are full nodal measurements and 2/3/4 branch flows per line (I/III/IV); real and reactive power
injections per bus and 3 branch flows per line (II); and voltage magnitude per bus and 3 branch flows per
line (V). For each state estimation method (LP/QP or SOCP), we show the percentage of (A) V-lines, (B)
C-lines and (C) C-buses within the Texas Interconnection.

score close to 1 indicates that the algorithm detects all bad data (high recall rate) and does not falsely blame
the good data (high precision rate).

There is also a major discrepancy among different methods for the same level of measurement redun-
dancy. For instance, Method 1 significantly outperforms the other two methods at a low redundancy rate,
whereas Method 2 steadily outmatches Method 3 with more sensors. To explain this phenomenon, we need
to examine the types of available measurements. Thus, we select five typical measurement profiles as snap-
shots of Figure 8 and calculate the percentage of V-lines, C-lines, and the average CI in each case (Figure
9). It turns out that the inclusion of voltage magnitude or branch flow measurements can enhance the ro-
bustness, whereas the addition of nodal power injections is a major factor that weakens the defense. For
example, with only voltage magnitude and branch flow measurements, the network is almost “everywhere
defendable,” namely the locations of scattered attack can be accurately detected with high probability. On
the contrary, with the inclusion of nodal injections, even with a high rate of branch flow measurements, the
network is still vulnerable. Intuitively, this is because nodal power injections are highly coupled measure-
ments, which depend on state variables at all lines connected to the node. When one or few of the branches
are under attack, this can lead to miscalculations at all incident lines. In contrast, voltage magnitude and
branch flows are more localized measurements, whose corruptions have less effects on adjacent buses/lines.

In addition to the measurement set, network vulnerability also depends on topological properties. In
particular, our findings show that the connectivity degree for each node is positively correlated with line
vulnerability (Figure 10(A)). For a boundary defense node, it is increasingly likely to defend against attacks
as the degree grows. However, this trend is less obvious when the node is under attack. The reason is that
high-degree nodes have more unattacked measurements to leverage in order to rectify the corrupted lines.
On the other hand, it is more likely for a line to be critical if it is connected to a high-degree bus, as is
shown in Figure 10(B). This is because by the definition of critical line, as long as one of the remaining lines
incident to that bus is vulnerable, then the error will propagate out through the vulnerable line. Similarly, a
high-degree node is more likely to be a critical bus. In addition to the degree of connections, which is a local
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Figure 10: Characterization of vulnerability through nodal degrees. (A) Percentage of V-lines when the
nodes are at the boundary or in the attacked region. In this case, we distinguish the two directions of a line.
Percentage of (B) C-lines and (C) C-buses averaged over nodes with the same degree. Since the distribution
of nodal degrees is light tailed, we group nodes with degree 8 or higher to the same bin.

property, we have observed an interesting relation to the tree decomposition of the network, which provides
a generalization of the discussed method. However, due to the technicality, we leave it to the supplementary
materials.

As for the optimization property, our theoretical analysis indicates that the incorporation of SOCs always
improves line robustness (Proposition 2S). This can be visually verified in Figure 6. This can be also
observed in Figure 9 for different measurement profiles.

Conclusion

Our vulnerability analysis of power system state estimation is distinguished from previous works by its
scalability but also by (i) robust two-step convex formulation of the nonconvex nonlinear problem; (ii) strong
formal guarantees of boundary defense against cyber attacks; and (iii) localized vulnerability assessment
that accounts for network and optimization properties. This study provides a set of notions and tools—
the definition of vulnerability index, the boundary defense mechanism, and the analysis of topological and
optimization relations to vulnerability—that are applicable to graph-structured data.

Our analysis is based on the assumption that the amount of data is not too low—an assumption far from
being restrictive, as we show that with the right set of measurements, one can identify the true state of the
system with only one more sensor per bus on average compared to the classical setting of power flow that
is known to have multiple spurious local minima. More importantly, the emerging scenario of “abundant
but untrusted data” considered in this study is more practically realistic and algorithmically challenging
than the traditional scenario of “redundant and reliable data.” We proposed a robust two-step algorithm to
simultaneously perform bad data detection and state estimation. We showed how the number and locations
of sensors affect the robustness of state estimation to bad data. A well-chosen set of measurements is able
to significantly improve bad data robustness and estimation accuracy without increasing the sensing budget.

We also proposed a boundary defense mechanism to defend against cyber attacks. When a subregion
of the network is under attack, it becomes unrealistic to reliably recover the state within the region. By
attacking locally, the adversary hopes that due to miscalculation, the error will propagate throughout the
grid. However, under some mild conditions, our result shows that this will never occur using the proposed
mathematical technique—we can detect the boundary of the attack region and remove the compromised data.
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Furthermore, this formal condition can be quantified and visualized on the map, leading to a system-wide
vulnerability map to facilitate security assessment.

Based on the proposed mathematical framework, our analysis revealed several key factors that can affect
the robustness of the network. A highly connected node is able to defend against attacks if it happens to lie
on the boundary, but it is also more prone to attacks with higher collateral damage. For a given topological
structure, the inclusion of nodal power injection data can weaken the defense; by contrast, the inclusion of
voltage magnitude or branch power flow measurements can enhance the robustness against bad data, which
gives rise to a higher bad data detection accuracy. From an algorithmic perspective, the incorporation of
second-order cone constraints is theoretically shown to be beneficial for network robustness, which is also
validated through extensive experiments. Our analysis offers a scientific foundation for vulnerability-based
resource allocation, which in the case of a power grid would be based on prioritizing upgrades of sensing
infrastructure for critical locations.

Method summary

The power grid is modeled as a network of buses connected by transmission lines, where each bus is as-
sociated with a complex voltage phasor as the state. Given the topology and measurement profile, some
linear basis variables can be constructed for each bus and branch adaptively—if there are no branch mea-
surements and nodal power injections on the connected buses, then the corresponding branch variables can
be ignored. This ensures sparsity of the basis. From the measurements, we first estimate the linear basis
using a quadratic programming or second-order cone programming. Bad data detection is performed by
thresholding the estimated bad data vector. Then, we rerun the estimation on the sanitized dataset, whose
results are fed into the second step in the pipeline to produce a state estimation.

We considered two types of attacks. The first attack is “scattered attack™ (Figures 3 and 8), where a
random subset of lines are chosen whose measurements are all corrupted. In this case, the bad data are
scattered throughout the network, and the goal is to correctly recover the overall system state. The second
attack is “zonal attack” (Figure 4), where all measurements within a zone—usually governed by a single
utility—are corrupted. In this case, the goal is to identify the boundary of the attack and correctly recover
the state outside the attacked zone. For stealthy attack, there is a problem of symmetry, namely, without
additional information, it is impossible to decide which zone is under attack, since the only inconsistency is
observed at the boundary. To avoid this case, we arbitrarily break the symmetry by introducing some sensors
within the attacked zone that are more secure than others, such that their values cannot be modified. We can
also perform posterior inference based on our prior knowledge of which zones are more likely to be secured
than others.

The vulnerability analysis is based on the partition of measurements and variables into attacked and
boundary categories (Figure 5). The vulnerability index is defined by a min-max problem, which is NP-hard
in general. For small-scale problems, we developed an efficient enumeration strategy that scales exponen-
tially by the number of bad measurements. For large-scale instance, we proposed two reformulations of the
problem, namely linear complimentarity problem and mixed-integer programming, which can be employed
to solve the problem efficiently. The critical index for buses (Figure 7) is obtained by counting the size of
the subgraph rooted at the substation and linked by a directional edge that is vulnerable. A critical line is
identified when any one of the adjacent lines pointing outwards is vulnerable.

The formal result of boundary defense mechanism is established through a series of propositions and
lemmas. The key steps include (1) a “glueable property,” which shows that local property of vulnerability
implies global property (Lemma 2S and 5S), (2) a result that establishes that boundary defense can stop
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error from propagation (Lemma 1S and 3S), and (3) a statistical analysis of the first step algorithm based
on concentration bounds and a primal-dual witness argument. Further details on the linear representation,
two-step pipeline algorithm, theoretical analysis, and experimental setup are given in the supplementary
materials.
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Supplementary Material

This supplementary material includes formal theory and additional experimental details for the paper “Bound-
ary Defense against Cyber Threat for Power System Operation.” The manuscript is organized as follows. We
first discuss the preliminaries in Section A, including notations, power system modeling, the proposed lin-
ear basis of representation, and the measurement model considered in the study. We introduce the two-step
pipeline of state estimation in Section B, where we discuss the algorithms with and without the second-
order cone constraints and their connection to robust statistics. Section C introduces the boundary defense
mechanism, including the main results for boundary defense (Lemmas 7 and 14), implications of local prop-
erty for global property (Lemmas 11 and 17), and performance guarantees for estimation accuracy and bad
data detection (Theorems 12, 13, 19 and 20). The proofs of the main theorems are delegated to Section E.
Experimental details and additional figures are shown in Section D.

A Preliminaries

A.1 Notations

Vectors are shown by bold letters, and matrices are shown by bold and capital letters. Let z; denote the i-th
element of vector . We use R and C as the sets of real and complex numbers, and S™ and H" to represent
the spaces of n x n real symmetric matrices and n X n complex Hermitian matrices, respectively. A set of
indices {1,2,...,m} is denoted by [m]. The cardinality |7| of a set J is the number of elements in a set.
The support supp(x) of a vector « is the set of indices of the nonzero entries of . For a set J C [m)],
we use J¢ = [m] \ J to denote its complement. The symbols (-)" and (-)* represent the transpose and
conjugate transpose operators. We use R(-), I(+) and Tr (+) to denote the real part, imaginary part and trace
of a scalar/matrix. The imaginary unit is denoted as i. The notations Zx and |z| indicate the angle and
magnitude of a complex scalar. For a convex function g(x), we use Vg () and dg(x) to denote its gradient
and subgradient at &, respectively. We use Apin(A) to denote the smallest eigenvalue of A, and A > 0 to
indicate that A is a positive semidefinite matrix. Let I denote the identity matrix of dimension 7, but
sometimes for simplicity, we omit the superscript whenever the dimension is clear from the context. The
notations ||x||o, ||x||1, ||||2 and |||~ show the cardinality, 1-norm, 2-form and co-norm of x. We use
|| - ||oo to denote the matrix infinity norm (i.e., the maximum absolute column sum of the matrix). Note that
the notations p and ¢ are used for active power and reactive power, respectively.

A.2 Power system modeling

We model the electric grid as a graph G := {N, L}, where N := [n] and £ := [n;] represent its sets
of buses and branches. Each branch ¢ € L that connects bus f and bus ¢ is characterized by the branch
admittance y, = gy + iby and the shunt admittance yzh = gzh + ib$P, where gy (resp., gzh) and by (resp., bzh)
denote the (shunt) conductance and susceptance, respectively. Typically, gzh < bzh, S0 it is set to zero in
the subsequent description. In addition, to avoid duplicate definition, each line ¢ = (i, j) is defined with a
direction from bus ¢ (i.e., from end, given by f(£) = i) to bus j (i.e., fo end, given by t(¢) = 7). We also use
{i,j}¢ or simply {i, j} to denote a line ¢ that connects nodes 7 and j.

The power system state is described by the complex voltage at each bus v = [1)1, e vnb]T e Cre,
where vy, € C is the complex voltage at bus k € N with magnitude |vg| and phase 0 := Zvi. Given the
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complex voltages, by Ohm’s law, the complex current injected into line {k, j }¢ at bus k is given by:

. i
lgj = yg(’[)k — ’Uj) + §b2h’0k'
By defining 0y,; := 0, — 0;, one can write the power flow from bus £ to bus j as
0 _ 10 12, _ , 0 — bysinOr.
Prj = |vkl"ge — vk]|vj](ge cos O — besin Oy;),
l S .
g\ = —[vrl?(be + L65") + [vgl[vj] (be cos Oy — gesinb),

and active (reactive) power injections at bust f as

pe= Y0y =Y a

{kvj}l {kv.]}ﬁ

@)

The above formulas are based on polar coordinates of complex voltages, where measurements are nonlin-
ear functions of voltage magnitudes and phases. Another popular representation is based on rectangular
coordinates of complex numbers, where measurements are expressed as quadratic functions of the real and
imaginary parts of voltages (see [5, Chap. 1] for more details). We use “PV bus” and “PQ bus” to denote
buses with real power injection and voltage magnitudes, and buses with real and reactive power injection

measurements, respectively.

A.3 Linear basis of representation

We introduce a new basis of representation, where measurements can be expressed as linear combinations
of the quantities derived form bus voltages. Specifically, for a given system G, we introduce two groups of

variables:

2 for each bus k € NV, and

1. voltage magnitude square, . := |vj,

[

2. real and imaginary parts of complex products, denoted as x}° = %(UW;) and xiem = S(vjv

), re-

spectively, for each line £ = (i, j). Note that there is only one set of variables {z}’, wigm} for each

line.

Using this representation, we can derive various types of power and voltage measurements as follows:

o Voltage magnitude square. The voltage square magnitude square at bus k € N is simply azglg by

definition;

e Branch power flows. For each line ¢ = (i, 7), the real and reactive power flows from bus i to bus j

and in the reverse direction are given by:

e .
ng) = gex;© — gery — ey
. .
aff) = — (b0 + S6)aTE + bt — gl
e .
Pﬁi) = gex;® — gexyl + bexy"

¢\ = —(bg + L) + beal® + geaim
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e Nodal power injection. The power injection at bus node & consists of real and reactive powers, i.e.
Pk + iqg, where:

Pr= gy =Y gt — (Y be— > by
H(0)=k

kel ket FO)=k
g == be+ g2+ b= (Y ge— Y g0z
ket ket 7=k 10—k

where 3, ., is the sum over all lines £ € £ that are connected to k, }_ 14—, is the sum over all lines
¢ where f(¢) = k, and similarly, 3, ,_, is the sum over all lines ¢ where ¢(¢) = k. Equivalently, we
can use (2) to combine the branch power flows defined above.

Thus, each customary measurement in power systems that belongs to one of the above measurement types
can be represented by a linear function':
-

where a; € R is the vector for the i-th noiseless measurement and @, = ({2} }ren, {2I™, 21 }boer) is
the regression vector. By collecting all the sensor measurements in a vector m € R"™, we have

m = Axy, 4

where A € R"m*"= ig the sensing matrix with rows a, fori € [n,,].

A.4 Measurement model

To perform SE, the supervisory control and data acquisition (SCADA) system collects measurements about
power flows and complex voltages at key locations instrumented with sensors. This process is subject to
both ubiquitous sensor noise and randomly occurring sensor faults. We consider the measurement model as
follows:

y = Az, + wy + by, 5)

where A € R"m*"= and x;; € R"= are the sensing matrix and the true regression vector in (4), wy, € R"™
denotes random noise, and by € R™ is the bad data error that accounts for sensor failures or adversarial
noise [13]. Note that « serves as an intermediate parameter and the end goal is to find v.

Because the sensor data are of different types and their corresponding measurements could be of different
scales, we introduce the following condition.

Definition 2 (Measurement normalization convention). Each row of A corresponding to a voltage magni-
tude measurement is normalized by the degree of connection of the node k, ||a;||3 = deg(k), and I otherwise
llai||3 = 1, where a; is the i-th row of A. The only exception is when the line vulnerability (c.f, Def. 9) is
calculated, when all the measurements are normalized by 1.

This condition is straightforward to implement in practice, since the sensing matrix A is fixed for a given
set of measurements. This is also known as preconditioning, which assists with the statistical performance
of regression.

'Tt is straightforward to include linear PMU measurements in our analysis as well using the relation tan 6;; = zim /xy for each
line £ = (7, 7). Thus, as long as we have two adjacent PMU measurements, we can use the phase difference to construct a linear
measurement equation ;" — tan 0;;xy = 0.
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B Two-step pipeline of state estimation

This section describes the proposed two-step state estimation method. For the first step, we develop algo-
rithms in two categories, which differ by whether or not the second-order cone constraints are incorporated.
Within each category, we also propose two slight variations, which differ by whether the term of squared
loss is included. For the second step, we propose two approaches based on quadratic programming.

B.1 Step 1: Estimation of x

In the first step, the goal is to estimate xy, from a set of noisy and corrupted measurements y. We consider
two cases separately. In the first case, the dense noise is negligible, i.e., wy = 0, and we only need to
consider the sparse measurement corruption b.

Case 1: Sparse corruption but no dense noise (i.e., w = 0)

In this case, the measurements are given by y = Axy + by. To estimate xy, we solve the following program:

min |bll1, subjectto Ax+b=uy. (SM: 1)
beR"m zER e
Briefly, under some mild conditions on observability and robusteness to be specified in Section C, we can
faithfully recover by from the above program. As a consequence, xy, can be obtained by performing regres-
sion using the remaining good data.
For this case, we can also incorporate second-order cone (SOC) constraints:

min |blli, subjectto Axz+b=y, =z=eck, (SW: ¢1-K)
bERMmM ZERNT
where g .
_ na x; o ap g (i
K= {x eR [:z:;"'  jaim x;ng =0, Vl:=(i,j)eL;. (6)

Let o(z) denote the index of the variable z (e.g., z; ¢, 2i¢, zI™) in the vector . For instance, o (z;¢) denotes

the index of :v;ng in . The SOC constraint can be equivalently written as:

D
clx>|Dpxl, < LTZ] x € Cs, (7)
¢
where ¢, € R"™ has its o (%) and a(x;ng) entries to be % and 0 elsewhere, and D, € R**" has

its (1,0("%)) and (2, a(x}ng)) entries to be % and its (3,0 (2%)) and (4,0 (z™)) entries to be 1, and 0
elsewhere, and C5; denotes the second-order cone of dimension 5.
The problem (S(l): £1-K) can be reformulated as:

. . D,
b bject to A b= €Cs, Vel 8
pop DI [Bll subject to Az +b=y, LZ] z €0, ®)

using standard SOCP notations. The Lagrangian is given by:

L (@.b, {ve, e h) = bl + b (y — Az —b) = > (ve/ @ + wDya)
lel
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The Karush-Kuhn-Tucker (KKT) conditions are given by:

(primal feasibility) Az +b=y, c/z>|Dwl,, Vel 9

(dual feasibility) ve > |\ell2, V€L (10)

(stationarity) - Z(wcz +DJ/p)=A"h, hecd|bl; (11)
teL

(complementary slackness) uch:v + MZDgw =0, WelL (12)

Therefore, the dual program of (S(): ¢,-K) is given by:

max hTy (13a)
heR™m {vy,pptoer
subject to ~) (wer+ D) =A"h (13b)
Ler
[hlls <1 (13¢)
ve > [[pell2, VEEL (13d)

Case 2: Sparse corruption and dense noise

In this case, the dense noise cannot be ignored, and the measurements are given by (3). We perform the
estimation by solving the following mixed-objective optimization:

Ly — Az — b|[5 + A||b]|1, (SW: £o07)

min T
beERnm geRna Tm

where A > 0 is the regularization coefficient. Due to the existence of dense noise, it is no longer possible to
exactly recover the true xy; however, if the magnitude of each dense noise is small, then we can still have
strong statistical bounds on the estimation error.

We can also incorporate second-order cone constraints:

min |y — Az — b||2 + \|[b]|1, subjectto x € K, (SW: £901-K)
beR"m geRna <Tim
where K is defined in (6). The Lagrangian of (S(1): ¢5¢,-K) is given by:

L (@, b, {ugheee, {(mbiee.h) = 5|y = Az = b3 + Mol = Y- (wef @ + p, Do)

lel
The KKT conditions are given by:
(primal feasibility) c/x > |Dxl,, V0eL (14)
(dual feasibility) ve > ||pylle, V€L (15)
1
(stationarity) — AT (y— Az —b) + Z(wcz +DJp,)=0 (16)
ftm teL
1
—(y— Az —b) =X h, hec|bls (17)
N
(complementary slackness) l/gCZ.’L‘ + pZng =0, VeL. (18)

The KKT conditions are important for the analysis in Section C.
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B.2 Connection with robust statistics for bad data detection

The so-called bad data rejection and state estimation form an important part of power systems supervisory
control and data acquisition. There are traditional statistical approaches to bad data rejection that involve
iteratively eliminating the measurements with the largest residual that are obtained from a least squares
estimation (see [26, Section 9.6]). Such a smooth quadratic objective can, however, mask bad data by
“spreading” the error around the system. An alternative approach developed in [3] is to use an ¢; objective,
which can identify multiple bad data directly. However, the resulting estimate does not average out the effect
of dense, independent measurement errors.

The so-called Huber loss that is quadratic for small measurement residuals but constant or linear for
large measurement residuals has been explored in [17, 4, 27]. The quadratic-linear loss function is convex,
continuous and differentiable at the transition between the quadratic and linear part, and is given by [12]:

37’ ] <

G(lrl = 3¢) |r| >

where v is the hyper-parameter controlling the transition point between the /2 and ¢; loss functions.

There is an interesting connection between (S(l): f5¢1) and the Huber loss. To see this, we can view
the optimization over b and @ in (S(1): ¢5¢;) as an inner optimization with b for a given @, and an outer
optimization with . The inner optimization is composed of a series of smaller optimization problems

fHuber(r;w) = { (19)

H&nﬁ(g/i—a?m—bi)z—kwbﬂ, (20)

for i € [n,,], which has the optimal solution

b; = sign(y; — a] ) max (0, Yi — aiTif’ - 1/’> ’ @D

where sign(y) is the sign of y. Now, by defining r; := y; — a; x, we substitute the solution into the outer
optimization to obtain

LN S — sign(ri) max (0, |ry| — 4))® + ¢ max (0, |ri| — )| (22)
1E€[nm]
Hence, it can be seen that the above expression is equal to the Huber loss:
1 T
— Z fHuber(yi —a; r; ¢) (23)
N
S

Despite the wide usage of Huber loss in power system estimation, the existing studies in the literature are
mostly empirical. The approach proposed here allows for strong mathematical results that go well beyond
the promising empirical results.

B.3 Step 2: Recovery of v

The goal of the second step is to recover the underlying system voltage v from the estimation & obtained in
Step 1. First, we transform & into estimations of voltage magnitudes and phase differences:

e The voltage magnitude at each bus k € A can be obtained by 6| = /2 %;
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e The phase difference along each line ¢ = (3, j) is given by éij = arctan £ /3¢

To obtain the estimations of phases at each bus, we propose two methds. The first method is to solve the
least-squares problem

0 = arg olélﬂiggb (0; —6; — 91‘]‘)2, (S@: ¢)
0=(4,7)
which has a closed-form solution: let @ be a collection of éij, and L € R™*™ be a sparse matrix with
L(¢,i) :== 1 and L(¢, j) := —1 for each line £ = (i, j) and zero elsewhere. Then, the solution for (S(2): ¢5)
is given by:
0= (L"L)"'LT0A. (24)

The second approach is to solve a mixed-objective problem, similar to the first step:

/ <1 i \2 i .
0 = arg Min 7 > (0= 0;— 05>+ X2 D> 10— 0; — 03] (S@): £507)
1=(i,5) 0=(i,5)

In this case, there is no longer a closed-form solution available, but the advantage is that it is robust to large
errors in the phase difference estimation, in case the first step method does not fully detect the bad data in
the measurements.

Finally, we can reconstruct v via the formula:
Op = |0pl€%, ke N. (25)

If the regression vector from Step 1 is exact, i.e., & = xy, then we can use (S@: 45) to accurately recover the
system state © = v. Even if the & is not exact, the second stage estimator (S(2): £5¢1) has nice properties to
control the estimation error, and therefore any potential error in 6;; does not propagate along the branches.

C Boundary defense mechanism

In this section, we give a detailed discussion of the new notion of defense on networks, called “boundary
defense mechanism.” For a given attack scenario, we define a natural partition of the network into the
attacked, inner and outer boundaries, and safe regions. We describe a fairly general framework, which
incorporates a wide range of adversarial scenarios that are localized, including line outage, substation down,
and zonal attacks. For the rest of the analysis, we denote x; and by as the ground truth for state « and bad
data b, as defined in (5).

Definition 3 (Attacked, boundary, and safe regions). Let Ny be the set of nodes under attack and the
“attacked region” Bat = {Nat, Lat} be the induced subgraph. Let the “inner boundary” be the set of
nodes adjacent to the attacked region Ny; = {i € N'\ Nyt | 3j € Nat, s.t. {i,7} € L} and the induced
graph be denoted as By, and the “outer boundary” be the set of nodes adjacent to the inner boundary
region Nyo = {i € N\ (Ng UMNLi) | 3j € Myi, s.t. {i,7} € L} and the induced graph be denoted as
Byo. Let Npg = Nypi U Ny, be nodes in the “boundary region” and By,q = {Npa, Lva} be the induced
subgraph. We also denote the set of lines that bridge nodes between B, and By; as Laiqbi, and the set of
lines that brige nodes between By; and By, as Lyinne. Lastly, let N By = N\ (Nat UNpq) be the rest of
the nodes and the “safe region” Byt == { Ny, Lt} be the induced subgraph.
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When there is an attack on a local region, a subset of the local measurements are compromised. We use
B = Bat U Byy; to delineate the smallest subgraph to cover this region. For the simplicity of the analysis,
we assume that there are no lines connecting two inner boundary nodes in By, and that no two nodes in
B, are connected to the same node in By,; (one can always enlarge the region B to satisfy these conditions).
Furthermore, we make the assumption that no measurements on the nodes (e.g., voltage magnitudes and
nodal injections) or on the lines (e.g., power branch flows) within the boundary region B4 are attacked.
The partition set notations in Def. 3 are illustrated in Fig. 11. With the set partition notions ready, we
introduce a partition of the measurements and variables.

. Attacked inner «~, Attacked inner Unaffected outer
region By, “--' boundary By, boundary B,

. Affected region o Attacked boundary Unaffected region
NSB =By U By " Bpg = Bpi U Buo Bsr = G\ (Bat Y Bpa)

Figure 11: The illustrations of the partition set concepts introduced for the case of zonal attacks. Lines or
buses whose measurements are under attack are shown in red.

Definition 4 (Attacked, boundary and safe variables and measurements). The set of “attacked variables”
Xat includes variables on nodes in B,y and lines in Lay U Lagnni. The set of “boundary variables” Xpq
includes variables on nodes in Bpq and lines in Lyq. The set of “safe variables” X includes all other
variables. The set of “attacked measurements” My includes measurements on nodes in By and lines
in Lat. The set of “inner boundary measurements” My includes nodal power injections in By,; and line
measurements in L,iqpi, and the set of “outer boundary measurements” My, includes voltage magnitude
and line measurements in By,q. Together, they form the “boundary measurements” Mypq = My U My,
The rest of the measurements Mg are “safe measurements.”
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By definition, the sets Mg¢, Mpo, Mpi, M, form a partition of [n,,], and the sets Xyt, Xpq, and Xyt
form a partition of [n,]. Thus, we can rearrange and partition the matrix A as follows:

Abe, AMsf»de AMsfy-Xat Ath, AMszbd 0
_ AMboa Xt AMmebd AMmeat _ 0 AMboade 0
A= = . (26)
AMbiy-Xsf AMbi,de AMbi,Xac 0 AMbi»-de AMbi,Xat
AMat,Xsf AMatade AMamXat 0 0 AMatht

There is no loss of generality in arranging A as above, which is simply for the purpose of presentation. Let
I 5&’“3 I S\Z’:) I S&m) and T, (nm) be matrices that consist of the M, My, My, and Mg rows from the

identity matrix of size 1y, respectlvely, and I, (n“”) B (n’“) and I, ("”) be the matrices that consist of the Xy,
Xpq and Xy rows from the identity matrix of 51ze Ng. Then we can obtain each subblock that accounts for
a set of measurements (e.g. Mer) and variables (e.g. Xsf) using the equation Ay, v, = I (nm)AI (”””)
without having to specify a particular order sequence of measurements y or variables x,

We introduce the following properties to characterize the sensing matrix A.

Definition 5 (Lower eigenvalue). Let Qr, , x,, = [A Mogdog T %A:bd‘)q, where Iy (|Mbd|) consists of

My rows of the size—| Myq| identity matrix. Then, the lower eigenvalue Ch,iy is the lower bound:

mln {)\min (Q/—l\—/lbdv){bd QMbd,de) } )\min (A;l\—/tboy-)(bd AMbC)yde) 9 )\min (ALsf,XszMsthf) } Z Cmin~
(27

The value C, characterizes the influence of bad data on the identifiability of x; outside the attacked
region. If Chyy, is strictly positive and one can accurately detect the support of bad data on the boundary,
then it is possible to obtain a satisfactory estimation of xy outside the attacked region.

The next property turns out to be critical for bad data support recovery.

Definition 6 (Global mutual incoherence). Let J denote the support of bad data, and let the pseudoinverse
of A e be A}c = (A}C A Jc)*lA}C. Then, the mutual incoherence parameter p(ky) is given by:

p(J)=|AF AT . (28)

The name “mutual incoherence” originates from the compressed sensing literature [9, 21, 28, 25]. The
proposed mutual incoherence definition is not the same as any of the existing mutual incoherence conditions.
Intuitively, it measures the alignment of the sensing directions of the corrupted measurements (i.e., A7)
with those of the clean data (i.e., A 7). If these directions are misaligned (a.k.a., incoherent), then the value
p(J) is low, and it is likely to uncover the support of bad data. In general, the less bad data exist, the
more likely that p(7) will be small. However, the main drawback of this metric is that it depends on each
instance of the bad data support 7, and therefore it cannot be used as a robustness metric in a general sense.
Moreover, it turns out that this metric is more conservative than the vulnerability index to be discussed next
(see Proposition 10).

C.1 Vulnerability index and boundary defense for linear/quadratic programming

Our goal is to find the attacked region by detecting a sufficiently large number of measurements within
M while avoiding making false positive detection for measurements belonging to the unaffected region.

23



In other words, if J := supp(i)) denotes the support of the estimated bad data, then it is desirable to have
J C My UMy (here, we relax the condition that 7 C 7 and allow both false positives and false negatives
within the attacked region). The following lemma establishes a key result for the estimation without SOCs.

Lemma 7 (Boundary defense stops error propagation). Suppose tthat here is no dense measurement noise
(i.e., w = 0), and the bad data are confined within My, i.e., supp(bh) C Mgt Also, suppose that
A M UMy g, XesUXpg has full column rank. If for an arbitrary b, pq, , with support limited to the inner bound-
ary, i.e., supp(bat,,) € My, the solution Znq € Xyq to the program

I;}g? [Z2Mya — AMpa, Xoa®bdll1 (29)
is unique and satisfies the properties Tyq = Tynd, where z p,; = A, g, 20,0 Tibd +bir,, 4, then the solution
& 1o (SW: £7) satisfies the properties &y,q = Tynq and Tsp = Tyst.

To sketch the proof, since by assumption the unique optimal solution for the measurement-sensing ma-
trix pair (Y, A My, XoUXLq ) €1VEN xypq recovers the ground truth @y, we aim at showing that the unique
optimal solution of (Y g, ;U s AMpaUMae, XoqUXae) COrTesponding to the boundary state coincides with
Tyhd, Which completes the proof because this set of measurements is independent of the states xg¢. This
achieves a de facto coupling of the “weakly coupled” system due to the overlapping regions corresponding
to measurements y o4, .-

Proof. There are two ways to prove the statement. The first one relies on logical reasoning that is intuitive,
while the second approach is based on KKT conditions that can be easily generalized to measurements with
dense noise. We start with the first approach, which partitions the loss function in (S™): ¢1) into the sum of
three terms:

Ji(zse, Tpa) = ||yMsf - AMsf7Xsf:BSf - AMshdembd”U
fo(@va; Tat) = ||y/\/lbd = A M, Xoa®hd — AMpg,Xae Tat [ 15
fs(@at) = [[Ypt,, — AMac,Xa Tat[l1-
Let 2,y = Yy — AMpa Ko Tat = AMyy,XaTibd — AMyq,Xae (That — Tat), and by the structure of
A My, X, Shown in (26), we have supp (A g, xn (Tat — Xpat)) © Mae. Hence, we have that the unique
optimal of fo(@hqd, xat) satisfies Trq = xypq for any given x,¢. Since there are no bad data for y Mes
and y 4, , and moreover Ay UM,q, X, Uy has full column rank, the unique minimum of f1 (¢, Tha) is
(Zst, Tba) = (yst, Tyba ). Therefore, for any given xy¢, the unique optimal of fi(st, Tha) + fo(Tpd, Tat)
is (Zgf, Xpa) = (Tyst, Tyba ). Since f3(xa;) does not depend on (¢, Tpq), the unique optimal solution of
(S(l): £1) recovers the true solution.
The second approach is as follows. We can write the dual program of (S(V): ¢;) as:

max h'y, subjectto ATh=0, |hle <1 (SM: £;-dual)
ERm

. . . T
To show that <§; - [:cng a:ﬁad :i:at]T b= [OT bTMbd b.—/\r/(at] > is the optimal solution of (S™V): ),
we simply need to find a dual certificate h, = [h/TMsf hLbd hLat] " that satisfies the KKT conditions:
(dual feasibility) ATh, =0, (30)

(stationarity) h, € d|b|;. (1)
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Since by the reasoning above, [mng :cthd] T is the unique optimal of the objective f1(xsf, Thq)+f2(Thd, Tat),

. . T
it corresponds to a dual certificate [h/T\AS . h/TM . d] such that

A/T\/lsfy'XSfUdehMSf + ALbd»-XstdehMbd =0, (32)
||thf||OO <1, Hh’f\/ldeOO <1l (33)

Similarly, by the optimality of &, for f3(x,¢), we can find a dual certificate such that:

ALat,XachMat =0, hMat € a”i)Mdt Hl (34)

Thus, by the structure of A, the construction h, = [hI,(Sf hLbd h/Tvtat] ’ yields a dual certificate.
O]

A key condition in Lemma 7 is the recovery of the boundary variables in the presence of arbitrary bad
data that occur in the attacked region. This condition needs to be checked for every possible attack scenario,
which is not useful to understand the system vulnerability in the general case. Instead, we propose a line-
based vulnerability index notion in the main text, which provides a sufficient condition in this context. The
technical definition is as follows.

Definition 8 (Local boundary variables and measurements). For each line ¢ that connects nodes i and j, let
us distinguish the directions i — j and j — i. For the direction i — j, let i denote the node under attack
and j be the node within the inner defense boundary. Accordingly, let Bi;j denote the set of buses (other
than i) that are directly connected to j as the outer boundary, Bf:j = {j} be the one-bus inner boundary,
and B;?j = {i} be the one-bus attack set. Let Eé:j represent the union of line ¢ and the set of lines that
bridge Bf:j and Bf;j . Define the “boundary variables” Xg:j as the collection of voltage magnitudes

{x%}, BB and variables {z;, x%m} for the set of lines n € L that connect the inner boundary j
1 o

to nodes in the outer boundary By, ”. Define the “boundary measurements” My’ = My 7 U M{Ei

i—j
bdv”

and measurements that depend on both Xé:j and variables {x°, :Eigm} of the attacked line ¥, denoted by

as the collection of measurements that depend only on the boundary variables Xg:j , denoted by M

MLEZ The above terms can be similarly defined for the direction j — 1 by replacing i — j to 7 — i in the
notations. Thus, for each line, we will have two sets of boundary variables and measurements.

With the above notations, we can formally describe the line vulnerability index.

Definition 9 (Line vulnerability index). For each line {i, j}, € L, define the line vulnerability metric o, ;
along the direction i — j as the optimal objective value of the following minimax program:

iy = max min o (352)
Rt Rt
ge{—1,41}"x aceRheR"V

i AT AT e
subject to Mﬁ,}x}idﬂh + Mi ’Xé:JE 0 (35b)
1Rl < a, (35¢)
i—j i—j i—j i—j . i—j i—j
where n,” = |[My 7| and n 7 = | M, 5| are the number of measurements in My J7 and My 7,

respectively, and Xézj , Mf’):f' and Mgﬁ are the boundary variables and measurement indices introduced
in Def. 8. Similarly, we can define the backward line vulnerability metric ovj_,; by replacing i — jto j — i

in (35). We adopt the measurement normalization convention in Def. 2.
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Note that for the simple case where there are no lines between any two nodes in \,,, we can extend the
above definition to treat each node in N, separately. Due to the localized nature, this condition is much
weaker than the global mutual incoherence condition in Def. 6. This is intuitive, because if the network is
attacked and the data for a subset of the network are manipulated, then this can be modeled by a cut that
removes a subgraph. Then, even if data analytics cannot reason about the lines inside the subgraph, we can
still identify the boundary of the subgraph and correctly recover the state for the rest of the network. In fact,
we can show the following relationship with the mutual incoherence metric.

Proposition 10 (Mutual incoherence is more conservative than vulnerability index). For each line { and the

corresponding partitions of measurements Mb 47 M;:i and variables Xg:y , let

= T+ T
p(Mi)Zi) - HAM:):;,XZH]AM;HZ,X’LH]HOO

be the mutual incoherence metric defined in Def. 6. Then, it holds that p(/\/lf):i) > Qg

Proof. Notice that the line vulnerability index can be written as

Qjj = max min Jh”OO (36a)
ge{—l,-s-l}"lx a€R,heR™Y

. T T
subject to AMQJ XHJh + AMLZ] XHjé' =0. (36b)
Since for any &, the vector fz(ﬁ ) = —ATE =i yio AT i—; iw;& 18 a feasible point for the inner optimiza-

. Mbd X Mbdx 7de

tion, and o

max h(€)]lse = p(Mig)). (37)
ge{-1 +1} X

the proof is immediately concluded. 0

A key step in establishing the validity of the boundary defense mechanism is to ensure that local defense
is sufficient to guard against attacks when solving the problem globally.

Lemma 11 (Local property implies global property). Given Bat, By, Bho, and B and the associated set
AMsthf AMsvabd

partitioning (c.f., Def. 4), let A° = 0 Ay, x| and let Logani = {{i,j} € L | i € Bat,J € Bri}
0 A My, Xioa

be the set of lines that bridge between Bat and Byi. If oii—sj <1 —~yand~ > 0 forall {i,j} € Latnni such

that i € Byt and j € By, then for any hMb [—1, 1]Mvil, there exists an ho UM, With the properties

1A omy lloe < 1 — 7 and

AﬂstMboﬁMstMbo + A?\;lrbii:l’Mbi = 0. (38)

. A . T
Proof. First, we show that a sufficient condition for the existence of A unr,, = [hL . h/T\/lb such

that ||ilMstMbo|’oo < 1 — v and (38) is satisfied is that for any iLMbi, there exists an hq, such that
Hh’MboHOO <1-~yand T . - A
AMmebthbO + AMbi,dehMbi = 0. (39)
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. ) T
This is immediate by simply choosing A ,ur,, = [OT hLb } . In what follows, we prove (39) by
induction. The induction rule is as follows: we start by arbitrarily choosing one line {i,j} € Latnbi, Where

i € Bat and j € By, and initialize the measurement set MSO) = Mégﬂ, Méli) = M;’i and the variable

1) .

set Xy = Xé;j For each step k, we add a new line {f,t} € Lainp; and the associated measurements

and variables to ./\/lbO , /\/l ) and Xég), respectively. After the inclusion of all the lines in £,¢~pi, we should
obtain the set My, My, and Xba. In each step, we check whether there exists a vector h m® such that
bo

Hﬁfv‘g? oo <1 —vand

AME)}Z), éﬁ)hM(k) + AM(k) X(k)h./\/l(k) - 0 (40)

The base case for £ = 1 follows directly from the condition that o;,; < 1 — . For any £ > 1, let
{f,t} € Latnp; denote the line to be added, where f € M, and t € My,;. There are two possible cases:
1) the new line does not share any nodes with the lines that have been already added; or 2) the new line
shares the attack node f with one (or more) of the lines already added (note that by definition, the new line
cannot share the inner boundary node ¢ with one (or more) of the lines already added). For each case, there
are also three events that may occur: a) one or more of the nodes in B are connected to one or more
of the nodes in the inner boundaries of lines that have already been added and/or b) one or more of the
nodes in the outer boundary of the lines that have already been added are connected to ¢; or ¢) none of the
above (note that by definition, there are no lines within the inner boundary region). We need to consider
all the combinations between the three cases and the three events to show that (40) holds in all scenarios.
Fortunately, all the combinations can be reduced to two typical scenarios, where the proofs can be directly
applied. We consider these scenarios now.

The first scenario applies to Cases Ic¢ and 2c, where ME)IZH) = j\/l](olz) U M{;;f, M(Hl = M](D]f) U
Mg:xt, égﬂ) = Xé?ué\fgjt, /\/l](olf))ﬂ/\/lgz/t =0, M}(J]f)ﬂj\/ll{:xt =, and Xé?ﬂ/\’gjt = (). Therefore,

; T STI1T s . AT 1T
for any given h/\/ll(ff“) = [h/\/lff) £ } with [|€]|cc < 1, we can always find hMt()IZH) = [hMS? h } ,

where ilM(k) is given by (40) and fLM(k> is given by (35), and HflM(kH) lloo < 1 — ~ by definition.
bo bo - bo
The second scenario applies to Cases 1a, 1b, 2a and 2b. Let V},, be the set of nodes in the outer boundary

shared by the new line Bf and those of the lines that have been added. Then, we have ./\/l(kH) =

MI(DIZ) U M{;:/t, M](leﬂ) = /\/l( U Mﬁ;;, é§+1) Xéd) U Xg:t where M( ) N M{;I/t is the set of
voltage magnitude measurements of nodes in Noos ./\/l,(ai) N M{;;Xt = (), and Xé d) N Xg : " is the set of

- ~ ~T ~
voltage magnitude variables of nodes in N,,,. For any given h M and £ , we can always find h

b1

) and

bo

M
is given by (40) and h ® is given by (35). Let h M) be further divided into the parts

h , where hMﬁk)

corresponding to the voltage magnitude measurements (if available) of nodes in N (ie. [ﬂ M(“} _ )and
bo bo

and the rest [ﬁ} K Then, by

bo bo

fLTil i ETHTThd(N')
vl degwbo)"([ mo) g T Mb) 2] | - where deg(Ah

is the connectivity degree for each node in Nbo, and o indicates the Hadamard (element-wise) product, we

the rest (i.e. [h M(k)] ) similarly, let h be further divided into {ﬁ] }

setting hM&H

. . AT ul . .
can satisfy (40) for any given h D) = [h m® € } (note that the voltage magnitude measurement in
bi bi
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the calculation of line vulnerability metric is normalized by 1, but it is weighted by the degree of each node
in the actual estimation algorithm, c.f., Def. 2). Moreover, by construction, we have ||h (D loo <1 —17
bo

for all k. This completes the induction proof. O

Lemma 11 implies that as long as all the line vulnerability indices are bounded away from 1, we have
a desirable property in terms of defending against bad data on the boundary. This is formalized in the
following theorem.

Theorem 12. Consider the measurements y = Axy + by, where supp(by) C M. Suppose that for the
given partitioning of the network as Bat, By, Bno, and Bgg, the following conditions hold:

o (Full column rank for the safe and boundary region) A oM, q,XuUXyq ANA

_ (IMpa) T
QMbd:de - |:AMbd7de I/\/lbi

have full column rank.

e (Localized mutual incoherence) for all lines {i,j} € Lainbi that bridge the attacked region and the
inner boundary, where i € By, j € By, we have o j <1 — ~y for some v > 0.

Then, the solution to (SWV): £1), denoted as (z, 6), uniquely recovers the true state outside the attacked region
(i.e., Tst = Tyst and Typq = Typa). Furthermore, the state estimation by (S(Q): Us) recovers the true state for
the unaffected region (i.e., O, = vy for k € Bg U Bpg).

Proof. To prove the claim, we simply need to show that for an arbitrary b, with its support limited to the
inner boundary supp(b,) C My, the solution &g € Xpq to the program

Iglgl 2 M4 = AMya,Xa Thdll1 “h

is unique and satisfies q = @4, where 2 g, = Ay, x4 T5bd + bi. To show this, we obtain the dual
program:
T . T
Imax Rt ZMug,  subjectto  Apg oy Aag, = 0, [[Aag,lloo < 1. (42)
Mpd

Our goal is to find a dual certificate h, a4, , that satisfies the KKT conditions:

(dual feasibility) A}y, x, Pertyy =0, 43)
(stationarity) ho,, € O] byl (44)
By the limited support assumption, we need to find a vector h, such that h, g, = sign(b.ag,,) and

|hsr,, lloo < 1. By the mutual incoherence condition and Lemma 11, we can always find h, g, that
satisfies (43) for any given h,pq,, and ||, || < 1 —+ < 1. Thus, this certifies the optimality of
(@b, by) for (42). )

To show that (zynq,b,) is the unique optimal solution, let (Z,b) be an arbitrary feasible point of
(41) that is different from (xypq, by). Due to the lower eigenvalue condition, the matrix Q 4, v, , =

[A Myg.Xog L ﬂﬁbd”T] has full column rank. By letting 7 = supp(b), the set 7 can not be equal to or
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. T z
be a subset of My,;, because otherwise, from Q vy, | v, , [ gid} = Qi s [5} = ZM,,> We must have

[azubd] - F} , which is contradictory to the assumption. Let jc =J \ My,;; then,

bs b
1Ballt = P ptye 20 (45)
= Rty (Aryg, 00® + 1505 + 1y bag,,) (46)
=h[;b; +hly, b, (@7)
< Ry 7 llool1b 7 111 + [ rty lloo 1D 1 (48)
<1185 lI1 + 1Byl (49)
= 161, (50)

where (45) is due to the strong duality between (41) and (42), (46) is due to the primal feasibility of (&, 5),
(47) is due to the dual feasibility condition (43), (48) is due to the Holder inequality, and (49) is due to the
strict feasibility of h,. Thus, we have shown the uniqueness of the optimal solution (x4, by). Together
with Lemma 11, we have proved the theorem.

O

This result can be used to certify robustness under different attack scenarios. For example, if there is
a topological error caused by line mis-specification, say ¢ = (i, j), we can treat the two ends of the line
as the attacked nodes, i.e., Nty = {i,j}, treat the adjacent nodes to them as inner boundary N, and treat
the adjacent nodes to inner boundary as outer boundary N},,. As long as the line vulnerability index for the
lines surrounding the attacked nodes are less than 1, one can identify this gross injection error and thus the
topological mistake. We can extend the analysis to the case where the measurements have both sparse bad
data and dense noise. In this case, we need to solve a program that combines quadratic loss with absolute
value loss. The guarantees now depend on the distribution of the dense noise.

Theorem 13 (Robust SE with (S(): ¢501)). Consider the measurements y = Axy +wy + by, where wy has
independent entries with zero mean and subgaussian parameter o and supp(by) C M. Suppose that the
rows of A are normalized (c.f., Def. 2), and the regularization parameter X is chosen such that

2
A > n—fy\/202 log 1. (51)

m

In addition, suppose that for the given partitioning of the network, i.e. Bat, Byi, Bro, and B, the following
conditions hold:

o (Full column rank for the safe and boundary region) A umy,,, XX, ANd

_ (IMpa)T
QMmebd - [AMbd,de IMbi

have full column rank.

e (Localized mutual incoherence) for all lines {i,j} € Laynbi that bridge the attacked region and the
inner boundary, where i € By, j € By, we have o ,j < 1 — ~y for some v > 0.

Then, the following properties hold for the solution to (SM): ly01), denoted as (z, 13)
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1. (No false inclusion) The solution (&, b) has no false bad data inclusion (i.e., supp(b) C supp(by))
with probability greater than 1 — % Jfor some constant cy > 0.

AMe X AMes, X
2. (Large bad data detection) Let A° = 0 AMpo, X | and Qfy,, = [AO Iﬂbi], and
0 A My, X0

o) = 1 (5 + 11 Q, @) 1] )

be a threshold value, and let BMbi = Ay, X (That — Tat) be the error at the boundary. Then, all
bad data with magnitude greater than g(\) will be detected (i.e., if |b;| > g()\), then |b;| > 0) with
probability greater than 1 — £

3. (Bounded error) The estimator error is bounded by

VIl + [Voal + [Myi]
CYmin

1 —17T
||thstde - mefUde||2 S t )\HI (QMle.c/)\/[bi) 1Ib ||0072

with probability greater than 1 — exp ( clt )

Despite the difference in measurement assumptions (i.e., existence of dense noise w) and estimation al-
gorithms (i.e., (SM: £1) or (SMV): ¢5¢1)), it is remarkable that the boundary defense conditions in Theorems
12 and 13 are coincident. In the case of negligible dense noise, a deterministic boundary defense is achieved.
With the presence of dense noise, it is no longer possible to have deterministic guarantees; however, The-
orem 13 indicates that with a proper selection of the penalty coefficient A\, one can avoid false detection
of bad data in the unaffected region (part 1), detect bad data with magnitudes greater than a threshold in
the attacked region (part 2), and achieve estimation within bounded error margin for states within the unaf-
fected region. Furthermore, both the bad data threshold and the error bound decrease with stronger mutual
incoherence condition and lower-eigenvalue condition. The proof of the theorem is provided in Section E.1.

C.2 Vulnerability index and boundary defense for second-order cone programming

In this section, we extend the analysis of boundary defense to the case where we perform state estimation
with the additional second-order cone constraints.

Lemma 14 (Boundary defense stops error propagation with SOCP). Suppose that there is no dense mea-
surement noise (i.e., w = 0), and the bad data are confined within My, i.e., supp(by) € M. Let Kipq
and K, be the subsets of SOC constraints K restricted to variables xypq and x ., respectively, and let

$Ze o ]xl@m I"?g t 0>

mg re . im
[ ] xy + jxy
J

V0= (i,7) € Lag U Latrbi, where 26 = & Vi € Bbi}a
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be the confined feasible set for x ., which fixes the boundary variables xyq in the SOCP constraints. Assume
that for an arbitrary b, with its support limited to the inner boundary, i.e. supp(biam,,) € My;, the
solution &yq € Xyq to the program

min Hszd - AMbdydea:deh (52)
Tpa€Kba

is unique and satisfies Tpq = Tyhd, where zaq,, = Ay XaTibd + baryy- Assume that the optimal
solution &, to

wr?elllclt 1Y Mae = AMar, o Tat |1, (53)

also satisfies that T, € léat (zyba). Then, the solution & to (S(l): 01-K) satisfies Tnq = Tynhq and Ty =
musf.

hhA_TTATTA_TAT ATT'h’ll'f
Proof. To show that a:—[a:hsf Ty :cat} ,b—[o b, bMaJ is the optimal solution o

(SMW: ¢,-K), we simply need to find a dual certificate (h* = [h/T\,le h/T\/lbd hLat] i A, u(g}g€£> that
satisfies the KKT conditions:

(stationarity) h, € d||bl1, (54)

(dual feasibility) ATh, +° (um n D}W) —0; v > |wle YeeL, (55
lel

(complementary slackness) l/gCZi’ + UZDg:i‘, =0, WeL, (56)

For a given T,q = xypq, let Z be the optimal solution to

min (Y, — AMee e Tst — At 0 b |15
wsfelcsf

where Ky is set of all SOCP constraints that involve at least one variable in X. By the lower eigenvalue
condition, &4 = Ty is the unique optimal solution. Since for a given &, € /Cat(wubd), Tha = Typq is the

unique optimal of (52), we can conclude that [:ngf :I:de] i is the unique optimal of

wsfelcsrfr,l:icrbldeled HyMSf — A Mg X Tsf — AMsfadembdul + H'szd - AMbdadewdeh

. . T
which corresponds to a dual certificate ([h/T\/ls . h,jTV[b d] Ave, weteeruc, d) such that

A o P + A o Pvos + Y (Vece + DZW) =0, (57a)
LELfULpg

ve > |lugllz, VL€ Lgt U Lpg, (57b)

vie) &4+ u), Dy =0, Ve LU Ly, (57¢)

[P lloo < 1o 1R Agglloe < 1. (57d)

Similarly, by the optimality of &, for (53), we can find a dual certificate such that:

Aty waha+ Y (viee+Dlug) =0, kg, € 0llba .
KEEat

Thus, by setting ({l/e =0,up =0}, Eambi)’ and note that £ = L U Lpq U LaiAbi U Las, the construction

({I/g, ’U/g}geﬁ) and h, = [h/TMSf h/TV,bd h/T\/lat]T yield a dual certificate. 0
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Now, we formally define the vulnerability index.

Definition 15 (Line vulnerability for SOCP). For each line {i,j}, € L and a given © € K that satisfies
primal feasibility, define the line vulnerability metric 59"

i along the direction i — j as the optimal value
of the following minimax program:

aZ-SSJQP ()= max anin (58a)
ni*}j ni=d niﬁj
ge{—1,+1} "% a€ER,weR™L heR™v
. T T _
subject to AMS%XHJh + AME:i’Xng + Z ’ngg:c =0 (58b)
teLyy?
we >0, Ve Lr) (58¢)
1hlloe < a, (58)
where n'" |M%:\J/| n'77 = |MLX§ l, nlﬁj = |EZHJ | are the number of measurements/lines in ./\/lbd 7

b 42 and L’b 4 » respectively, and sz] , M]ZOZ\J/, M]ZO:X and Ly —” are defined in Def. 8. Also, we define
T, = Cgcg Dz Dy, where ¢y and Dy are given in (7). Similarly, we define the backward line vulnerability

metric oj_; by replacing 1 — j to j — i in (58). We adopt the measurement normalization convention in

Def. 2.
Lemma 16. The line vulnerability metric azSSJCP( ) for a given x € K that satisfies the primal feasibility

coincides with the optimal objective value of the following minimax program:

dZ»S_OfP (x) = max min o (59a)
_ nz‘—>j 5 niaj ~ ni—)j
gc[-1,+1]"% ~  GERwER"L ~ heR™

subject to AT i X’—”h’ + AMl_>J Xz_mﬁ + Z vpcyp + DZ uy =0 (59b)

s e ceLyy?
ve > |||z, Ve L) (59¢)
vee] @ +u) Dyx = 0, Ve L) (59d)
Al < @, (59€)

with the same notations as in Def. 9, where cy and Dy are define in (7).

Proof. The equivalence between optimizing over [—1, +1]”Z;] and {—1, +1}"Z;J for the outer minimiza-
tion can be reasoned as in (21) due to the convexity of the feasibility region given € K and £. Since x
satisfies the primal feasibility, which can be expressed as in (7), a standard result (c.f., [2, Lemma 15]) in
analogy to linear programming indicates that (59d) is equivalent to:

veDyx + chccue =0, WAS Elizj,
which indicates that v, = wchaz and uy = —wpDyx for wy > 0and ¢ € E{fj . It can be verified that this

also satisfies the SOCP constraints (59¢). By the definition of Ty = C@CZ — D, D,, the equivalence to (58)
is established.
]
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Lemma 17 (Local property implies global property for SOCP). Given By, Byi, Bho, and B and the as-
AMsvasf AMsvabd

sociated set partitioning (c.f., Def. 4), let A° = 0 Ay, g | and ¢ and Dy to be the
0 A My, X0
subvector and submatrix of ¢, and Dy indexed by Xy U Xypg. If aiSSJCP < 1—~vyand~y > 0 for all

{i,j} € Lasnni such that i € By and j € By, then for any fLMbi € [-1, 1]‘Mbi|, there exist iLMSfUMbO and
{De, Uetoer,, ucuqucy With the properties that || umy, |lo < 1 —y and

oT 7 oT ¢ ~ 0 ol ~
A one v, + AR By, + > Dy + DS iy = 0. (60)
LELaynbiULpaULst

Proof. The proof is similar to the one for Lemma 11. First, we show that a sufficient condition for Lemma
17 is that for any h a4, , there exists haq, and {0y, U trer such that ||l g, [|oc <1 — and

atnbiJLbd
Al siahrts, + Al b+ >0 e+ D] Lo ©1)

LELaynbiULbd

This is immediate by simply choosing ﬁMstMbo = [OT ﬁLbJ ! and 7y = 0 and uy = O for / € L.
In what follows, we prove (61) by induction. The induction rule is as follows: we start by arbitrarily
choosing one line {i,j} € Latnpi, Where i € Byt and j € By;, and initialize the line set £&) = Ei‘;’j , the
measurement set MI(DL) = Mé:ﬂ, ./\/l}(ali) = ./\/lf;i and the variable set Xé? = Xé:j . For each step &,
we add a new line {f,t} € L,ip; such that L’](O? = E](f;l_l) U ch:t, and the associated measurements and
variables to Mg?, /\/l,(jf) and Xé?, respectively. After the inclusion of all the lines in £,;np;, we should
obtain the set My, My; and Xpq. In each step, we check whether there exist {7y, 4} rec® and h M)
such that HhMﬁ? lloo <1 —~and

-
AL

bo ’

% T 7 A T A _
bd o bi bd 1 (k) bd
tec®

The base case for £ = 1 follows directly from the condition that aisngP < 1—~. Forany k£ > 1, let
{f,t} € Latnni denote the line to be added, where f € M, and t € My,;. There are two possible cases:
1) the new line does not share any nodes with lines that have been already added; or 2) the new line shares
the attack node f with one (or more) of the lines already added (note that by definition, the new line cannot
share the inner boundary node ¢ with one (or more) of the lines already added). For each case, there are
also three events that might occur: a) one or more of the nodes in Bg:t are connected to one or more
of the nodes in the inner boundaries of lines that have already been added; and/or b) one or more of the
nodes in outer boundary of the lines that have already been added are connected to ¢; or ¢) none of the
above (note that by definition, there are no lines within the inner boundary region). We need to consider
all the combinations between the three cases and the three events to show that (40) holds in all scenarios.
Fortunately, all the combinations can be reduced to two typical scenarios, where the proofs can be directly

applied. We consider these scenarios now.
The first scenario applies to Cases 1c and 2c, where Mgzﬂ) = M](D]Z) U M{jgj, Mgiﬂﬂ) = /\/l](j) U
f—t (k+1) (k) [t (k) f—=t (k) f—=t _ (k) f=t _
Midir Xpa = Xpa' U dpg s Mg D My = 0, My 0 Mg, = 0, and X 0 A" = 0.

. - LT ~T1T . AT T
Therefore, for any given hM}(ff“) = [hM](Jli@ 3 ] , we can always find hMgZH) = [thff} h ] and
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{Py, ﬁZ}éeLfﬁ“) = {vy, ﬁe}ﬁﬁﬁ)UEﬁf’ where hMg? and {7y, ﬂg}ﬁéﬁ) are given by (62), h and {7, ﬁf}ct{:t

are given by (58), and ]\ﬁM(k+1) lloo <1 —~ by definition.
bo

The second scenario applies to Cases la, 1b, 2a and 2b. Let J\7’bo be the set of nodes in the outer

boundary shared by the new line B{Z:t and those of the lines that have been added. Then, we have

k+1 k t k+1 k t p(k+1 k t k t
Myg™ = M O MIGE M = MP O MITE 5T = 200 0 X where My 0 MY
is the set of voltage magnitude measurements of nodes in N, /\/l](alf) N M{;:Xt = (), and Xéﬁ) N ng_)t

. . . .\ . - AT . 2
is the set of voltage magnitude variables of nodes in N},,. For any given h o and & with 1€]lc0 < 1,
bi

we can always find h

(62), and h

~T . . R . ~ R . .
VGRS {0, @} . and {Pg, g} -1, where h, . and {2e, e} x) are given by
bo bd bd bo bd

and {7y, we} oS-t are given by (58). Let h y be further divided into the parts corre-
bd

(k) (k
Mbo Mbo

sponding to the voltage magnitude measurements (if available) of nodes in Noos namely [h M(k)i| X and
bo bo

bo

Ne

o

the rest, namely [ﬁ }/\7 ; similarly, h be further divided into {fz} and the rest, namely [ﬁ}
bo

(k)
Mbo

-
Th h S P B ) (A | . simitan
en, we set = —L 5 . Similarly,
wign = || M{,’i,’} N, deg(Who) [ Mé’?] S [ L\”/bo | }/\750 g
we can perform the transformation for {2y, s} (+1). Hence, we can satisfy (62) for any given h D =
bd bi

LT 71T . e . . . .
[h m®m € ] with ||€]|cc < 1 (note that the voltage magnitude measurement in the calculation of line
bi

vulnerability metric is normalized by 1, but it is weighted by the degree of connections of each node the
actual estimation algorithm, c.f., Def. 2). Moreover, by construction, we have ||k i1)[loc < 1 — 7 for all
bo

k. This completes the induction proof. O

Proposition 18 (SOC constraint can improve line vulnerability). For any x € K, it holds that

SOCP

a5 (x) < i

Proof. For any given &, let h be the optimal solution of the inner minimizer in (35) with ||h]ls < s ;.
Then, the tuple (ozisgjcp =, w=0h= fL) is a feasible solution for (58), which proves that we always

have a; 95 (z) < ai ;. O

The above proposition implies a key advantage of incorporating SOCP constraints—to improve robust-
ness. This has also been empirically validated in our study as shown in the main text.

Theorem 19. Consider the measurements y = A:cu + by, where supp(bh) C My, and also a partitioning
of the network as Bat, By, Bpo, and Bgg. Let Kypq and K, be the subsets of SOCP constraints K restricted
to variables xypq and x4, respectively, and let

K:at (ibd) = { Lat

:c;"g xy + jxém “ 0
e — 'xim l’mg Y
¢ —JTyg b

Ve = (i,7) € Loy U Latnpi, where w'z»"g = :13;-"5’ Vi € Bbi},

be the confined feasible set for x ., which fixes the boundary variables &yq in the SOCP constraints. Sup-
pose that the following conditions hold:
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o (Full column rank for the safe and boundary region) A umy,,XUX,g ANd

_ ((Mpa)T
QMmebd - |:AMbd7de IMbi

have full column rank.

e (Localized mutual incoherence) for all lines {i,j} € Lainpi that bridge the attacked region and the
inner boundary, where i € By, j € By, we have aZSS;]P <1 — v for some~ > 0.

e (Nonbinding SOCP constraints in the boundary) the solution for the attacked states satisfies &,. €
Kat(Typa)-

Then, the solution to (S(l): 01-K), denoted as (&, 13) uniquely recovers the true state outside the attacked
region (i.e., Tsf = Tyt and Tyq = Tyng). Furthermore, the state estimation by (5(2): 05) recovers the true
state for the unaffected region (i.e., O, = v for k € Bgt U Bpq).

Proof. To prove the claim, we simply need to show that for an arbitrary b, with its support limited to the
inner boundary supp(b,) C My, the solution &pq € Apq to the program

min  [|bll;, subjectto A, x,,Tbd +b =2, (63)
Thd€Kba,b

is unique and satisfies q = @4, where 2 g, = Ay, 20,4 T5bd + bk To show this, we obtain the dual
program:

min hiq zm (64a)
h./\/lbdﬂ{l’fvp‘é}féﬁbd Mbd bd
subject to Al vshama+ Y. (mer+Dipy) =0 (64b)
LeLainbiULpa
HhMdeOO <1 (64¢)
ve 2 ||pell2, V2 € Lpa, (64d)

Our goal is to find a dual certificate b, o, and { A\, p,y} 2, that satisfies the KKT conditions:

(dual feasibility) At > |grll2, VO € Lpg (65)

(stationarity) Al wahavia T Y. Qe+ D/ py) =0, (66)
LELatnbiULbd

houg € 0l1bsl1 (67)

(complementary slackness) A*chm* + pIeDg:c* =0, Vle€ Lpg. (68)

-
where x, = [acuTsf .’,B;)d ﬁc;—t} . By the limited support assumption, we need to find a vector h, such

that hupn,, = sign(bea,,) and [[Rua,,|[c < 1. By the vulnerability index condition and Lemma 17,
we can always find h,aq,, and { A, p,,}c,, that satisfy the KKT conditions for a given h,uq,,, such
that ||haq,, || < 1 —+ < 1. Thus, this certifies the optimality of (xyq, by) for (42). Clearly, under the
nonbinding SOCP constraints assumption, (x4, by) is feasible. Following the uniqueness argument of
Theorem 12, we conclude the proof. O
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We can extend the analysis to the case where the measurements have both sparse bad data and dense
noise. In this case, we need to solve a second-order cone program that combines quadratic loss with absolute
value loss, in addition to the SOCP constraints.

Theorem 20 (Robust SE with (S £501-K)). Given the measurements y = Axy + wy + by, where wy
has independent entries with zero mean and subgaussian parameter o and supp(by) C My, consider a
partitioning of the network as Bat, Byi, Bro, and Bgs. Let Kynq and ICat be the subsets of SOCP constraints
IC restricted to the variables xy,q and x4, respectively, and let

=0,

mg re . im
[ z] zy + jxy

re __ ;.m mg
xy —jry T,

’Cat(ﬁ?bd) :{ma‘c
V0= (i,5) € Lat U Latnpi, where :n;"g = L%;ng Vi € Bbi}>

be the confined feasible set for x ., which fixes the boundary variables &yq in the SOCP constraints. Sup-
pose that the rows of A are normalized (c.f., Def. 2), and the regularization parameter \ is chosen such

that
2
A > T’Y V202 logny,. (69)

m

In addition, suppose the following conditions hold:

o (Full column rank for the safe and boundary region) both A ;um, . XU, ANd

_ (IMpa)T
QMmebd - [AMbd,de IMbi

have full column rank.

e (Localized mutual incoherence) for all lines {i,j} € Lainp;i that bridge the attacked region and the

inner boundary, where i € By, j € By, we have aZSSJCP < 1 — v for somey > 0.

e (Nonbinding SOCP constraints in the boundary) the solution for the attacked states satisfies Lot €
Kat (gba)-

Then, the following properties hold for the solution to (SW): l501), denoted as (z,b):

1. (No false inclusion) The solution (&, b) has no false bad data inclusion (i.e., supp(b) C supp(by))
with probability greater than 1 — % for some constant cy > 0.

AM, X AMr X
2. (Large bad data detection) Let A° = 0 AMyo,Xpq | and Qi = [A° Ij\:trbi]’ and

0 AMbiade

o(n) = L@ meglczﬂbiuoo)

o (ave

be a threshold value, and let b Mo = A My, X (That — Tat) be the error at the boundary. Then, all
bad data with magnitude greater than g(\) will be detected (i.e., if |b;| > g(X\), then |b;| > 0) with
probability greater than 1 — 22
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3. (Bounded error) The estimator error is bounded by

X |Xst| + | Xpal + | Ml _
Hthstde - mefUdeH? < t\/ : C l + nm)‘HIﬂU( ﬂbin\/ibi) le\:trbiHOO72
min

with probability greater than 1 — exp <—¢>

o4

C.3 Scalable methods to calculate the vulnerability index

The minimax program (35) consists of a linear programming in the inner minimization and a discrete op-
timization in the outer maximization. For small-scale systems, the number of feasible points in the outer
maximization is not too large. This is the case when we consider the vulnerability on a line-by-line basis.
But for large-scale problems when we consider a group of attacked lines, it is essential to develop more
scalable numerical algorithms. We first show the following result.

Lemma 21. The line vulnerability index o, coincides with the optimal value of the following minimax

program:
Qjyj =  max min & (70a)
- i—J - ]
€e[—1,41]"x GERhER™Y
subject to ATZ' i ﬁ+ATl i '~:0 (70b)
J Mb:} 7Xb:'7 szi va:J 5
Al < @, (70c)

with the same notations as in Def. 9. Note that the difference in (70) is that the minimizer is over the
hypercube [—1, —1—1]"1;] rather than the simplex {—1, —I-l}”lx—”.

Proof. Since the feasible region of the outside maximizer in (70) is a superset of that in (35), we always
have &;—,; > «a;;. To show the other direction, we simply need to show that for any E’ € [—Nl, —i—l]”zxﬂ,
we can always find a feasible solution for the minimizer h such that ||h||o < «;;. Since £ belongs to
a hypercube, which is convex, there always exists a set of non-negative coefficients /3 such that 55 > 0,

S Bk =land € = 3", A€, where &, € {1, —1:1}”;%. Since for each £, there exists hy such that it is
feasible in (35) and ||hi|| < @i, by choosing h = ), Sihy, we have:

”leoo < Zﬂk”hkuoo < Z/Bkai—m' = Qj—j,
k k

which completes the proof. O

We can thereby reformulate the problem as a linear complimentarity problem as follows. The KKT
conditions for the inner minimization of (70) are:

e (Primal feasibility) ALi_,j Xl-_,jh—l—ALi_”- Xi_”-{ =0,9, =al—-h,q_=al+h,q, >20,q_ >
0. bdv ““bd bdx“bd

e (Dual feasibility) g, > 0,u_ > 0;
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e (Stationarity) The Lagrangian function

Llahpy,p X)) =a+ AT (A} h+ Al

i—j yi—]
Mbd/ ’de

i—j Xi—».if) + ,UI(h —al)+pl(~h—al)

Mbd X ““bd

and stationarity conditions:

oL
o~ Az A At e B =0

e (complementary slackness) p, oq, =0, u_oq_ =0

Thus, we can write (70) as a linear complementarity problem:

Qyj = nHjmax . « (71a)
£eR" % a€RheR™Y

subject to —1<¢<1 (71b)

Az gz Ay £ =0 7

g, =al—h (71d)

qg_=al+h (71e)

l—pil—pl1=0 (71)

AMi‘zj"Xé:jA-l-HJr—y},:O (71g)

myogqr=p_oq_=0 (71h)

, q:.9_,pp,p_ >0 (711)

This problem can be solved readily using off-the-shelf solvers such as PATH Solver [8] or YALMIP
[15]. We can also use the big-M method to replace the complimentarity condition using a mixed-integer
formulation, and solve the problem using standard packages such as Gurobi. In our experiments, we only
focus on each line, so the improvement of computation is not significant. The advantage becomes more
obvious when we scale the computation to multiple lines.

C.4 Extension to tree decomposition

So far, we have been focusing on evaluating line vulnerabilities. In this section, we introduce a powerful
extension of the vulnerability index to tree decomposition of a graph. This allows us to study the effect of
sparsity on network robustness. We use N (G) to represent the vertices of graph G, and L(i;G) = {j € N |
{i,j} € L} to represent the set of nodes in G that are connected to node i. First, we introduce the standard
definition of tree decomposition and treewidth.

Definition 22 (Tree decomposition and treewidth). A tree decomposition of a graph G :== {N, L} is (T, W),
where T is a tree and W = {W, | t € N(T)} is the set of “bags” W, which satisfies the following
properties

1. (Node coverage) Ui \ryWe = N(G), i.e., the union of the vertices of T, referred to as “bags,” is
the set of nodes of G;
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2. (Edge coverage) For any (i,j) € L, there exists t € N'(T) such that i, j € W;, i.e., each edge of G is
in at least one of the “bags” of T,

3. (Running intersection property) The subtree of T consisting of all “bags” containing v € N is
connected.

Furthermore, the width of a tree decomposition is max(|Wy| — 1 : t € N(T)). The treewidth of G is the
minimum width of a tree decomposition of G.

Clearly, a graph may have several different tree decompositions. The analysis below does not require
any particular tree decompositions. However, the easiest tree decomposition is to lump all vertices into one
bag, which does not reveal any robustness properties of the graph. In general, the smaller the width of the
decomposition, the easier it is to certify robustness.

Definition 23 (Infected bags, link bags, safe bags). For a given set of attacked nodes N, and a tree de-
composition (T, W), any bag that contains attacked nodes is referred to as an infected bag ng e Wi =
Wy | Wi N\ Nay # 0}. Furthermore, the set of lines induced by the union of infected bags is denoted
as Lic. The bags that are immediately connected to an infected bag are called link bags thk e Wik =
Wi | WeN N = 0,3 WEW, € LOVET)}, and the set of lines induced by the union of link bags
is shown as L. The rest of the bags are safe bags Wi, and the set of lines induced by the union of safe
bags is represented by L. Nodes shared between a link bag W)* and an infected bag Wit are called ad-
hesion nodes Nyog(WE, Wity = Wik n Wit C N,q, and the rest of the nodes in WX are outer link nodes
N (WE, WIEY = WIK\ Wit C N\, We denote the edges that connect adhesion nodes in W) with infected
nodes by L,a(WK) C Laq.

Definition 24 (Attacked, boundary and safe variables and measurements for tree decomposition). The set
of “infected variables” Xy includes all variables on lines induced by W' and on nodes in W' except for
adhesion nodes Nyoq. The set of “link variables” X\ includes variables on nodes in WX and the induced
lines. The set of “safe variables” X includes all other variables. The set of “infected measurements” Mz
includes measurements on lines induced by nodes in W' and on nodes in Wt except for voltage magnitude
measurements on N,q. The set of “adhesion measurements” M ,q includes nodal power injections on nodes
in Noq and line measurements on L,q, and the set of “outer link measurements” M) includes voltage mag-
nitude on nodes in W™ and line measurements induced by nodes in W'. Together; they form the “boundary
measurements” Myq = Maq U M. The rest of the measurements Mg are “safe measurements.”

Next, we introduce some useful properties associated with the above definitions. If 77 is a subtree of
T, we use G+ to denote the subgraph of G induced by the nodes in all the bags associated with 7, namely
UteTl Wt .

Lemma 25. The following properties are satisfied:
(i) There are no shared nodes between the safe bags and the infected bags.
(ii) There are no shared nodes between the set of outer link nodes and the infected bags.

(iii) Suppose that the infected bags form a subtree of T. Then, there are no shared outer link nodes between
any link bags.
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(iv) Suppose that the infected bags form a subtree of T. Consider any link bag W%k that is adjacent to
only one infected bag W;,f connected by an edge L(W}¥, W;,f ). If we delete the edge, the tree falls
apart into two connected components, T; and To. Deleting the adhesion nodes VWX N W;/f from N
disconnects G into the two subgraphs Gr; — WK N Wil and G, — WX N WIL). Furthermore,
all the infected nodes are contained in only one of the subgraph, and there is no edge across the two
subgraphs.

Proof. (i): For any safe bag Wi and affected bag W', if there exists a node i that is shared between them,
it contradicts the definition of a safe bag.

(ii): For any link bag W)* and affected bag W', if there exists a node i that is shared between Wi’ and
the outer link nodes in WWJX, then by the running intersection property, it must also appear in the infected
bag connected to W;X. This is contradictory, because it makes 7 an adhesion node.

(iii): For any two link bags WX and W}}‘, suppose that they share an outer link node . By the running
intersection property, there must exist a path of bags between WX and WIB‘ Since this path cannot go
through the infected bags, it must be outside the infected region. Since the infected bags form a subtree, this
would create a loop within 7°, which is impossible. Therefore, there cannot be any shared outer link nodes
between any two link bags.

(iv) Assume that there is a node i that belongs to both Gr; — (Wi N Wif) and Gz, — WX n Wib).
Therefore, by the node coverage property, there must exist VW, with x € 7; and W, with y € 73 such that
t € Wy and @ € W,. Since W}k and Wt‘,f lie on a x — y path in 7, by the running intersection property,
i € Wik N W Hence, i belongs to neither Gz, — (WX N WIE) nor G, — (W n W),

Now, assume that there is an edge (i, j) in G such thati € G, —(WXNWIf) and j € G, —(WENWI).
Then, by the edge coverage property, there must be a bag ¥V, containing both ¢ and j. However, x cannot
be in both 77 and 75, otherwise, 7 and j will belong to Wk N W;,f Assume that x ¢ 7T3. Since j is in
Gr, — Wkn th,f), it must be in a bag y € 73 different than x. Since j belongs to both W, and W,,
it lies on a z — g path in 7. By the running intersection property, we have j € Wjk N W;,f which is a
contradiction. L

If the infected bags form a subtree and we can find a link bag that is adjacent to only one infected bag,
then by property (iv) in Lemma 25, if we remove the adhesion nodes, we can separate the infected region
with the rest of the safe region.

Now, we can define a generalized version of vulnerability index using tree decomposition.

Definition 26 (Bag vulnerability index). For each adhesion link LOW!X, W), define the measurement and
variable partitions according to Def. 24. The bag vulnerability index Qyif ik is given by the optimal
value of the following minimax program:

Qypif _ ik = max min  « (72a)
Wi ¢e{-1,41}Madl  aeR heRMoll

subject to ALol’Xlkh + ALad7X1k£ =0 (72b)

|h|loo < «, (72¢)

where M), Maq and X are the boundary measurement and variable indices introduced in Def. 24.

Similarly, we can extend the definition to incorporate SOCs.
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Definition 27 (Bag vulnerability index for SOCP). For each adhesion link LW, W), define the mea-
surement and variable partitions according to Def. 24. The bag vulnerability index oSO  for a given

i ik
x € K that satisfies primal feasibility is given by the optimal value of the following milr}}%;)cvgrogram.'
a)s/\(})ti?—ljw’%k :ge{fnll,i)i}wad aeR’,qizquMoll (732)
subject to A-;l\—/loh-)(lkh + ALad7X1k£ + Z wTyx =0 (73b)
LeL(WIK)
we >0, Ve e LOWE) (73c¢)
Ao < a, (73d)

where M), Maq and Xy are the boundary measurement and variable indices introduced in Def. 24,
E(W%k) is the set of lines induced by nodes in W%k. Also, we define T'y = czcz — DZD@, where ¢y and D)
are defined in (7).

With the above definition of bag vulnerability index, we can show the following key results for SE
robustness.

Lemma 28 (Local property implies global property in tree decomposition). Consider a tree decomposition

T and the associated set partitioning (c.f., Def. 24). Suppose that the infected bags form a subtree of T, and

that there exists a link bag ng that is adjacent to only one infected bag W,}f. For simplicity of presentation,
AM X AMer X

we also treat the rest of the bags in the subtree as infected. Let A° = 0 A pm

0 A pm

submatrix of the sensing matrix. I‘fOéWtif_)W%k <1 —~ for some v > 0, then for any ﬁMad € [-1,1] [Maal,

be a

there exists an by, such that |hagonm,, oo < 1 — 7 and

ASH omg Pavgony + AR b, = 0. (74)

Proof. The proof is similar to Lemma 11. First, we show that a sufficient condition for the existence of

N R . T A A
hpum, = [h/T\/lsf hLOJ such that ||h g um,, oo < 1 — 7 and (74) is satisfied is that for any h

= ad?

there exists a vector hy, such that ||, [leo < 1 — ~ and

A.—/\r/lol,XlkhMol + A;l\—/lad,)(lkhMad = 0 (75)

. . T
This is immediate by simply choosing b um,, = [()T hL J . Since it is guaranteed that there exists

a vector h M,, to satisfy (75) under the condition that Qyyit syl <1 — ~, the claim is proved. OJ

Lemma 29 (Local property implies global property for SOCP with tree decomposition). Consider a tree de-
composition T and the associated set partitioning (c.f., Def. 24). Suppose that the infected bags form a sub-
tree of T, and that there exists a link bag W%k that is adjacent to only one infected bag ng. For simplicity of
AM Xy AM, X
presentation, we also treat the rest of the bags in the subtree as infected. Let A° = 0 A X

0 A M, i
be a submatrix of the sensing matrix, and c; and Dy be the subvector and submatrix of ¢, and Dy indexed
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by Xy U X If o59CP < 1—~ for some v > 0, then for any iLMad € [—1, 1]|Mad|, there exist iLMstMm

Wit wlk —
and {0y, ﬁe}eeﬁad(wik)uc(wik)uﬁsf such that ||h i om,, |lcc < 1 —and
T 3 T 7 > iy
AV o hagom, + AL B, + Z e + DYy = 0. (76)

LELLa(WIEYUL(WI) UL

Proof. The proof is similar to the one for Lemma 17. First, we show that a sufficient condition for Lemma
29 is that for any h a4, ,, there exists a vector b, and {7y, Tl[}eEﬁ(thk) such that ||h g, [|oo <1 — 7 and

Av—/l\—/(ol’XlkilMOI + A]\—/ladx\’lkﬁMad + Z [ﬁgCe + Dz—ﬂf] e =0. (77)
(e Log (WIYULOVIK) .

. A T
This is immediate by simply choosing hrq,um,, = [()T h/TM 1] and 7y = 0 and uy = O for ¢ € L.

Since it is guaranteed that there exist h M,, and {Dp, ﬁg}ée LOVIK) to satisfy (77) under the condition that

aSOCP

Wit ik < 1 — v, the claim is proved. 0

Theorem 30 (Robust SE with (S(V): ¢5¢;) for tree decomposition). Consider a tree decomposition T and
the associated set partitioning (c.f., Def. 24). Suppose that the infected bags form a subtree of T, and
that there exists a link bag W%k that is adjacent to only one infected bag ng. Given the measurements
y = Axy + wy + by, where wy has independent entries with zero mean and subgaussian parameter o and
supp(by) C Mis, suppose that the rows of A are normalized (c.f., Def. 2) and the regularization parameter

A is chosen such that 5
A > ——/202logny,. (78)

NmY
In addition, assume that the following conditions hold:

e (Full column rank for the safe and boundary region) Ay oMy, X 0, and

_ (IMu)T
QMlk,Xlk - |:AMlk7~Xlk I/vtad

have full column rank.

e (Localized mutual incoherence for bags) for the link bag thk that is adjacent to only one infected bag
Wi, we have Qyyit ik <1 — v for some~y > 0.

Then, the following properties hold for the solution to (S1V): €50,), denoted as (%, l;)

1. (No false inclusion) The solution (&, I;) has no false bad data inclusion (i.e., supp(B) C supp(by))
with probability greater than 1 — %, for some constant co > 0.

AMsfv-Xsf AMsf:XIk

2. (Large bad data detection) Let A° = 0 Amox | and Q5 = [A° Iﬂad], and
0 A M,
1 oT (o \-17T
A) =np\ | —F——= I I ||
o) = (5 + 1@, @) 1 1)

be a threshold value, and let BMad = Ana,x (Tyic — Tig) be the error at the boundary. Then, all
bad data with magnitude greater than g(\) will be detected (i.e., if |b;| > g(\), then |b;| > 0) with

probability greater than 1 — <2,

m
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3. (Bounded error) The estimator error is bounded by

VXt + | X + [Maal
C’min

+ m)\HI (Q./\/lo‘dQ?\/lad)ilIl—)rH0072

Ha:thfU-Xlk - ‘%XstXlkHQ <t
with probability greater than 1 — exp ( Clt )

Theorem 31 (SE robustness with (S(l): l901-KC) for tree decomposition). Given a tree decomposition T
and the associated set partitioning (c.f., Def. 24), suppose that the infected bags form a subtree of T and
that there exists a link bag ng that is adjacent to only one infected bag Wéf. Consider the measurements
y = Axy + wy + by, where wy, has independent entries with zero mean and subgaussian parameter o and
supp(by) € Mis. Let Ky and Ki be the subsets of SOCP constraints K restricted to the variables x\. and
xif, respectively, and let

=0,

Kit(21) = { Tif

mg re ._im
[ ] zyf + jxy

re __ ;..im mg
Ty —Jxy T

VO = (i,7) € Lit U Laa(WiX), where 2" = &1 Vi € Npa(WIK, ng)},

be the confined feasible set for xi¢, which fixes the boundary variables &y in the SOCP constraints. Suppose
that rows of A are normalized (c.f., Def. 2), and the regularization parameter X is chosen such that

2
A > ——/202lognyy,. (79)
nm7y

In addition, suppose that the following conditions hold:
o (Full column rank for the safe and boundary region) A p oMy, XUy, and

I(\Mlkl) }

QMlkaXIk - |:AM1k7‘Xlk ad

have full column rank.

e (Localized mutual incoherence for bags) for the link bag W%k that is adjacent to only one infected bag
Wi, we have a)s/\(})ﬁ Wik <1 — v for some~ > 0.
e (Nonbinding SOCP constraints in the boundary) the solution for the attacked states satisfies Tif €
it (1 )-
Then, the following properties hold for the solution to (S1V): ¢5¢1), denoted as (&, l;)

1. (No false inclusion) The solution (2, b) has no false bad data inclusion (i.e., supp(b) C supp(by))
with probability greater than 1 — %’ for some constant cg > 0.

AMe Xy AMe X
2. (Large bad data detection) Let A° = 0 Ap,, x| and ijad = [AO Iﬂad], and
0 AMalek

1
o) = 1 (5 + 1@, Q) Qs
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be a threshold value, and let BMad = AMa(hXif(ﬁcuif — &if) be the error at the boundary. Then, all
bad data with magnitude greater than g(\) will be detected (i.e., if |b;| > g(\), then |b;| > 0) with
probability greater than 1 — 2.

3. (Bounded error) The estimator error is bounded by

VXt | + [ Xi] + [Maadl
la <t

C' +nmAHIu’C( ﬂade\/lad)_lQ'?\;[radHooQ
min

lZsa0, — Tagux,

with probability greater than 1 — exp (—i)

ol

The proofs of Theorems 30 and 31 are similar to those of Theorems 13 and 20 in Section E and are
omitted for brevity. As shown in our analysis, tree decomposition provides an efficient way to define the
boundary between infected and safe nodes. Tree decomposition has been employed in semidefinite pro-
gramming (SDP) to efficiently deal with network with chordal sparsity [23]. The smaller the treewidth, the
faster it is to solve SDP [30]. Our analysis shows that with smaller treewidth, it is generally easier to certify
robustness for SE. This is mainly due to the fact that the adhesion set is bounded by the treewidth, which
limits the number of nodes that an infected bag can influence.

D Experimental details

Noisy measurements: For each simulation, we randomly generate dense noise w and sparse bad data b, and
add them to the clean data according to (5). The dense noise for each measurement is zero-mean Gaussian
variable, with standard deviation of 1e-5 (per unit) for voltage magnitude measurements and 0.005 (per unit)
for all the other measurements. The difference in standard deviation is due to the fact that voltage magnitude
sensors have higher standards of accuracy compared to power meters. For the sparse bad data, its support
is randomly selected among the line measurements. We randomly select a set of lines, whose branch flow
measurements are all compromised accordingly. The values for the sparse noise can be arbitrarily large, and
we assume these parameters are uniformly chosen from the set [—4.25, —3.75] U [3.75, 4.25] (per unit).
Performance metrics: We use the root-mean-square error (RMSE) as the metric for estimation ac-

curacy, which is defined as \/ n%, > icn [vi — 04|%, where v; and ©; are the true and estimated complex

voltage at bus 7 € . To evaluate the bad data detection accuracy, we use the F1 score, which is defined as
#True positives | J ng | #True positives | J ng |
#Conditional positives |7 Conditional positives [7]*

and J and j denote the true and estimated supports of bad data (# indicates the number of elements). The
F1 score is the harmonic average of the precision and recall, which reaches its best value at 1 (perfect
precision and recall) and worst at 0.

Experimental setup: We evaluate the proposed method (step-1 estimators include (S(V): ¢;), (S £507),
(S(l): 01-IC) or (S(l): l201-K)) combined with step-2 recovery method (S(2): {5) or (S(2): £5¢7)), and com-
pare it with the current practice of nonlinear least square (NLS) method based on Newton’s algorithm. We
use SeDuMi [20] as the optimization solver and the MATPOWER implementation of NLS. Throughout the
experiment, we choose A in (S(l): lo07) to be 3 x 10_4/nm, Ao in (S(l): £5¢1-K) to be 0.1, and a bad data
detection threshold of 0.01 for stage-1 estimators. After the removal of bad data (i.e., cleaning step), we
perform the estimation with the remaining data. All the experiments are performed on a standard laptop
with 3.3GHz Intel Core i7 and 16GB memory.

2xprecision X recall

precision T recall where precision is given by

and recall is given by
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Convergence issue of Newton’s method: We performed a simple experiment, where there is no noise
in the measurements, and we use both Newton’s method and our proposed method to estimate the state for
the IEEE 300-bus system [29]. Since Newton’s method depends on the initial point, we randomly generate
an initial point, where we add a complex vector on top of the ground truth. The magnitude of each entry is
uniformly chosen from [1 — 7,1 + 7], and angle (in degrees) uniformly chosen from [—100 x 7,100 x 7].
We increase 7 to enlarge the initialization distance. As shown in Figure 12, as we increase 7, Newton’s
method becomes less and less reliable. This can be due to several factors, for example, if the initial point is
far from the ground truth, the algorithm can become stuck at a local optimal. On the contrary, our proposed
method based on (S(l): £2¢1) does not depend on the initial point and can recover the ground truth for all the
experiments.

0.2
’,
o :I-Newtonsmethod
L 018 —©— Proposed method
2]
S ot
o2
0.05
0
0 0.05 0.1 0.15

Initialization distance

Figure 12: Plots of RMSE against initilization distance 7 for Newton’s method. The RMSE is averaged
over 20 simulations. For the Newton’s method, we show both the mean performance (circled line) and the
min/max range (black shades).

Simulations on measurement redundancy: In the main paper, we demonstrated the performance of
(S(l): l201-K) for different sensor measurement profiles. We have tested three different methods to add ad-
ditional sensors: the first method (Method 1) starts from a spanning tree of the network and incrementally
adds a set of lines to the tree. In this method, each bus is equipped with only voltage magnitude measure-
ments, and each line has 3 out of 4 branch flow measurements. The second method (Method 2) starts with
the full network, where each node has voltage magnitude measurements and each line has one real and one
reactive power measurements, and it grows the set of sensors by randomly adding branch measurements.
The third method (Method 3) differs from Method 2 only in that it grows the set of sensors by randomly
adding branch measurements as well as nodal power injections. In Figure 13, we compared the performance
of (S ¢5¢1) with (S £5¢1-K) in terms of both estimation accuracy and bad data detection rates. It can
be seen that (S(l): l501-K) consistently outperforms (S(l): l50y) at different redundancy rates. We can also
observe that Method 1 is more efficient in terms of improvement of performance with additional sensors.

Visualization of vulnerability maps for different measurement profiles: In Figure 9 from the main
text, we show statistics regarding vulnerability index and critical index for different measurement profiles.
Figures 14 and 15 show the geographical distributions of VI and CI, respectively. It can be seen that
(SW: 9501-K) is consistently more robust in terms of VI and CI than (SW: ¢5¢1). This is also theoreti-
cally proven in Proposition 18. We also see that the more vulnerable lines exist, the higher the bus critical
index tends to be. By comparing Figure (B, G) with Figure (C, H), we see that the inclusion of nodal power
injections is likely to cause vulnerable lines. By including more branch flow measurements, as shown in
Figure (A, C, D) and Figure (F, H, I), or more voltage magnitude measurements, as shown in Figure (B, C,
E) or Figure (G, H, J), it is more likely to robustify the network.

45



>
W

TE-1 1.00 —-SOCP
e
w 1E-2 < oo —QP
v o Y
> N s » LAY N
& 1E-3 . o J
L]
1E-4 0.99 °
2 2.5 3 2 2.5 3
Redundancy Redundancy

C D

TE-1 1.00

RMSE
moom
w N
//
[
.
F1 score
o
[ep)
o
e

”
1E-4 0.20 -
2 3 4 5 2 3 4 5
Redundancy Redundancy
E F
1Bl e 1.00 . oe
Cug.e. - © >
w12 5 .
> 2 0.60 P
& 1E3 . o
L
1E-4 0.20
2 3 4 2 3 4
Redundancy Redundancy

Figure 13: Performance of proposed algorithms with different rates of measurement redundancy. Plots for
different methods to add measurements: (A, B) Method 1, (C, D) Method 2, (E, F) Method 3. Results for
(SW: ¢501-K) (red) and (SU): £507) (green) are shown, which are averaged over 20 independent simulations.

E Proofs

E.1 Proof of Theorem 13

For an arbitrary set of attacked measurements M4, their boundary Myq == Myp; U My, and unaffected
measurements Mg, as well as the associated variables x,¢, €pq and xgf, respectively, we design the primal-
dual witness (PDW) process as follows:

(1) Set bag, = 0 and by, = 0;
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Figure 14: Vulnerability maps for different measurement profiles and optimization techniques. (A-E) and
(F-J) are series of maps without and with the SOCs, respectively. (A, F), (C, H) and (D, I) correspond
to PV or PQ nodal measurements together with 2, 3, and 4 branch power flows, respectively. (B, G) and

(E, J) correspond to only PQ or only voltage magnitude nodal measurements with 3 branch power flows,
respectively.
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Bus critical
index

|I| >=10

Figure 15: Bus critical index maps for different measurement profiles and optimization techniques. (A-E)
and (F-J) are series of maps without and with the SOCs, respectively. (A, F), (C, H) and (D, I) correspond
to PV or PQ nodal measurements together with 2, 3, and 4 branch power flows, respectively. (B, G) and
(E, J) correspond to only PQ or only voltage magnitude nodal measurements with 3 branch power flows,
respectively. Color indicates low (yellowish) to high (reddish) critical index. If the critical index is O, which
occurs when attacking the bus does not affect any of its neighbors, the grey color is shown.
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~ R R 1T
(2) Determine & = [} &, &) andb = [OT 07 by, bLat_ by solving the following
program:

- 2

yMsf AMSf7XSf AMSf7de 0 T 0
1 S )
min yMbo _ 0 AMbOv‘de 0 Tha | — 0 + A |:be1:| ,
beERmm xcR 2N, Y, 0 AMbi,de 14/\/(“7)(&t - bei b, 1
yMat 0 O AMath‘at B _bMat 2
R R ) ) (80)
and h g, € 0||bay, |1 and hag,, € 0||lbag,, |1 satisfying the optimality conditions
1 . )
_ni(y./\/lat - AMathatwat - bMat) + AhMat = 07 (Sla)
m
1 ) o .
_F (yMbi - AMbivadmbd - AMthatwat - bei) + )\hMbi =0. (81b)
m
(3) Solve (h Mg s h M, ) via the zero-subgradient equation:
1 . N
——(y—Aﬁ:—b)+/\h:O, (82)
Nm
. . . T
where & = [ﬁ:gsf :%gb . ﬁ:gat} T and b = [OT o' bLbi bLaJ are solutions obtained in (80),

~ R R . R T A A
and h = {h/Tv( ) hLb hIAH hL J where (R, , ha,, ) are given in (81). Check whether strict
feasibility conditions || [l < 1and [[hg,, |lee < 1 hold.

Lemma 32. [fthe PDW procedure succeeds, then (z, i)) that is optimal for (80) is also optimal for (S™): £5¢1).
Furthermore, for any optimal solution (&,b), if Lot = Tat, we must have Ty = Tsr and Tpq = Tpq (Le.,
uniqueness property in the weak sense).

Proof. The KKT conditions of (S(): £5¢;) for a given primal-dual pair (z, B) and h are given by:

AT(y— Az —b) =0, (83a)
1 N
= (y—Aﬁz—b)Jr)\h:O, (83b)
Nim
Rl < 1 (83¢)

If PDW succeeds, then the optimality conditions (83) are satisfied, which certify the optimality of (z, B)
A, |lo < 1 and <fz,f)> = ||b||1. Now, let (&, b) be any
other optimal, and let F'(x, b) = ﬁ ly— Az —b

The subgradient h satisfies ||[Ar[lco < 1,

2, then we have
F(&,b) + <ﬁ, b) = F(,b) + AlIb].

and hence,
F(2,b) + A <h, b— b> — F(&,b) + A (Hle _ <h, b>) .
By the optimality conditions in (83), we have Ah = —V, F'(&, b) = %(y — A& — b), which implies that
F(@,6) — (VyF(@,6),b—b) — F(,b) = A ([[bll: = (h,b)) <0
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due to convexity. Therefore,
IR ]loolb

and || A, |leo < 1, we have b; = 0 for all j € Mg U My,,. To show the weak uniqueness, let (&, b) be
another optimal solution, and assume that &,y = @,¢. Then, by fixing x,; in the optimization (80) as &
and by the lower eigenvalue condition, the the function is strictly convex in xg, T1,q and by, . ]

I;Hl < <fL, B>. Since by Holder’s inequality, we also have <fz,5> <
1, and ||h||ss < 1, it holds that ||b||; = <ﬁ,l~)>. Since by the success of PDW,

iLMSfHOO < 1

Proof of Theorem 13

Proof. Part 1): By the construction of PDW, we have b, = by, = 0 and b, = byrm,,, = 0. In the
folloyving, we allow the optimal solution &, and bay,, of (80) to take any value. Thus, for any given &t
and by, , we can fix T, and by, in (80) and solve the following smaller program:

1 YmMy AMgXg  AMy,Xa Tyt 0 2
min yMbo - 0 AMmebd - 0 + A ”be1 ||1 ’ (84)
b./\/lbizmsf)mbd 2nm Lhd
Z My 0 A My, Xoa —— b, | 12
N— ~~ °
z° A°

where 2 pty;, = Yagy, — AMps, Xae Tat = AMy;, Xpg Tobd 0y, and bag,, = Ay X (Tyat —Zat). Let 1° be
an identity matrix of size n,, — | M|, and ° and w* be the subvectors of  and w indexed by My UMy,,U
My, respectively. Thus, we have z° = Aoa:‘u’ + wyp + Iﬂbii)Mbi. The solution (&sf, Thd, bag,,) of (84)
is unique and coincides with that of (80) due to the lower eigenvalue condition. Thus, the zero-subgradient
condition (81) is satisfied, which together with (82) can be written as:

1 AMe g AMyXia Tyof — Bt 0 1 | WeMs {I‘Msf
- 0 Ay, Xoa Tibd — Ebd + ~ 0 X —— | Wy, | TA ’}Mbo =0.
" 0 A My, Xoa bty — by, " Wy My, b,
(85)
We can partition the above relation into equations indexed by M,;, which can be rearranged as:
iL 1 [IO A° I° IOT ] QEE —z° 4 1 I o (86)
= — ~ A — w
M, N My My & My b, — by, N\ My o
. ) A T
as well as those indexed by Mt U My,,, which can be solved for A unm,, = [h/TM . h/Tvlb :
7 1 o o0/,.,0 A0 o
hatgurtu, = o Digunn,, (A%(@F = 2°) +wp). (87)
Since z° is the optimal solution of (84), it satisfies the optimality condition:
AT (A°(@F —&°) + w + I3, (bt — b)) = 0 (88)
Combining (86), (87) and (88) and after some elementary operations, we have
AﬂstMboﬁMstMbo + A?\;[rbiiLMbi = O (89)

By Lemma 11, for any hy,, € 0||bg, |1, there always exists A ,upt,, such that [|[Auonty oo < 1.
Thus, the strict feasibility condition is satisfied deterministically.
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Part 2): By the lower eigenvalue condition the and definition of Q%,, . = [AO 1 ﬂbi], we can solve
(86) and (88):

T, — I 0
— b o —1/oT o o -1

A= |:be1 bei:| (QMleMbi) QMbiwu i (QMbl QMbi) |:i'f./\/lbi:| o
Let I, and I}, denote the matrices that consist of the first |Xs¢| + |X,,q| rows and the last | M| rows of the
identity matrix of size |Xsf| + [AXba| + [Mpi|, respectively. Then, we can bound the estimation error A in
(90). First, we bound the infinity norm of bry,; — bay,, = IpA. By triangle inequality,

1T A oo < 1 T6(Q3,, @y) ™ QN w5 lloo + i M Tn(Q3k,, QSty) ™ T [loo- O

Since the second term is deterministic, we will now bound the first term. By the normalized measurement
condition (2) (we assume all measurement vectors are normalized by 1 without loss of generality) and
the lower eigenvalue condition, each entry of (Qj’\;bi Qj’wbi)*lQﬂbin’ is zero-mean sub-Gaussian with
parameter at most

2
o o
(@, Q) 2 < 5 (92)
min
Thus, by the union bound, we have
P oT o —1p/yoT o Cmm

. .42
Then, sett = 2%, and note that by our choice of )\, we have 02"‘%2’5 > log | My;|. Thus, we conclude that

1Bats; — Bty loe < A ( L@, @5 ) ||oo) (04)

1
2 V Cmin

with probability greater than 1 — 2 exp(—can2,A?). This indicates that all bad data entries greater than
1 o o —
o) = (5 + @, @) T ) ©5)
2 Cmin

will be detected by b My -
Part 3): Now, we bound the ¢5 norm of the signal error wE’ —z° =1,A,

12 All2 < [ To(Q3,, Qiy) ™ @ty wE 12 + 1n A L2 (@3, Qivny,) ™ I ooz (96)

For the first term, by the application of standard sub-gaussian concentration,
P (122(Q5h, Q) " @il w2 > 122 (@, Quny) ™ Qb 1 + L Q3 Qi) T QL 2)

is upper bounded by exp ( Clt ) Since

- VI Xet| + [Xoa] + [Mui]
C’min

12 (@5, Qty) ™ @ity [l < 1 Lal211(Q3,, @in,,)) ™ 11211 Q5,1 7
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due to the lower eigenvalue condition and the normalized measurement condition, and similarly it holds that

- VXt + [Xoa] + [Mbi]
- C'min

2 (@3, Qhty) ™ @ity ll2 < Mz ll2 ]l (@R, Qa,) 12l Qe N1

Moreover,

ol

o \—1p0 o Xt + [Xpa| + | Mo c1t?
(HI Q1 Qo) ' Qoty, Wi 2 >t\/| i |C ) ad | < exp - |-
min

Together, we conclude that

. Xse| + | Xba| + M 0
oy — )y < SRl LML 7 0 @) s )
min
with probability greater than 1 — exp (—%)
O

Lemma 33. Suppose that Q?\;[rbin\/lbi is invertible, where Q' . = [AO I ﬂbi]. Then, it holds that

IMstMboA I, (QMb QMb> lIbT - A.—/er+fUMboALbi' (98)

Proof. By the definition of Q7 . and block matrix inversion formula, we have
I.(Q%, Qo) ' I}
_(AOTAO)—]_ALM(I _ AMbi(AoTAO)—lALbi)—l
—(A7TA) A (T Aty (Ao, AMauat,,) T Aly,)
= _(AOTAO)_l(I + ALbiAMbi(ATMsfuMboAMstMbo)_l)ATMbi
(

T —1 4T
AMSfUMbO AMstMbo ) AMbi ’

where the first equation follows from the Sherman-Morrison-Woodbury formula and the rest are elementary
operations. O

Lemma 34. Suppose that Qﬂbin’wbi is invertible. Then, it holds that

(QMbl Q;Vlbi)ilIT = I + AMbi(A.—/\r/[stMbo AMstMbo)ilA.X/lbi (99)

Proof. By the definition of Q?\/{bi and block matrix inversion formula, we have

(QMle.?\/ibi)_lIT = - AMbi(AOTAO)_lATMbi)_l
=1 + AMbi (A.—/\r/lstMboAMstMbo)_lA.—/l\—/lbi’

where the second equation follows from the Sherman-Morrison-Woodbury formula. O
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E.2 Proof of Theorem 20

For an arbitrary set of attacked measurements M4, their boundary Myq = My; U My, and unaffected
measurements Mg, as well as the associated variables x,t, T,q and g, respectively, we design the primal-
dual witness process as follows:

1) Set 13M5f = 0and i)Mbo =0;

. . . 71T - AT T 17 : .
2) Determine & = [& @)y %, andb = [OT 07 by, by, | by solving the following
program:
2
yMsf AMva/st AMsvabd 0 Tt 0
1 s .
- Y| | 0 Amn, O i T I H [bel] 7
beR"m xeR™ 2Ny, Yy, 0 AMthbd AMbi,Xac . by, b, 1
yMat 0 0 AMat,Xat B bMat 2
(100a)
subjectto ¢/ x > || Dyz|,, Vi e L, (100b)
and hoy,, € 9||bay, |1 and Aoy, € 8|ba,, |1 satisfying the optimality conditions
1 . )
_ni(y./\/lat - AMathata;at - bMat) + Ah’-/\/(at = 07 (IOIa)
m
1 R R . .
_F (yMbi - AMbivadmbd - AMthatwat - bei) + )\hMbi =0. (101b)
m
3) Solve (h Me» by, ) via the zero-subgradient equation:
1 . N
——(y—Aﬁz—b)—F)\h:O, (102)
Nm
. . . T
where £ = [@gsf :icgbd @gatf and b = [0T o' bLbi bLaJ are solutions obtained in (80),

. . . T . .
and h = [ﬁL ) szb hLb‘ hj\—/l J where (R, , ha,, ) are given in (81). Check whether strict
feasibility conditions ||y, |lco < 1 and ||Ras,, [|oo < 1 hold.

Lemma 35. If the PDW procedure succeeds, then (&, 13) _that is optimal for (100) is also optimal for
(SW: 0301-K). Furthermore, for any optimal solution (Z,b), if ax = Tat, it holds that s = Tgr and
Ihq = Thq (i.e., uniqueness property in the weak sense).

Proof. The KKT conditions of (S(): £3/,-KC) for a given primal-dual pair (&, 6) and h are given by:

1 N ~
— A (y— A& —b) + 1) _(vee+ DJ py) =0, (103a)
Tom teL
1 . R
_ (y—A:ic—b) f AR =0, (103b)
Nm
hedlbly, Al <1 (103¢)

If PDW succeeds, then the optimality conditions (103) are satisfied, which certify the optimality of (z, B)
The subgradient h satisfies [|[Aar |lco < 1, [|Paty,]lco < 1 and <fb,i)> = ||b]|;. Now, let (&, b) be any
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other optimal, and let F(z,b) = 52— ||y — Az — b||3; then,

2nm
F(&,b) + A <ﬁ, B> = F(2,b) + A|b||1,
and hence,
F(&,b) + A <f3,, b 13> = F(%,B) + A (Haul - <ﬁ, b>) .
By the optimality conditions in (103), we have Ah = —V, F'(&, b) = %(y — A — b), which implies that
F(&,b) — <va(§:, b), b — B> ~ F(&,b) = \ (||B\|1 - <ﬁ, b>> <0
due to convexity. We thus have ||b||; < <ﬁ, 5>. Since by Holder’s inequality, we also have <fz, I~)> <

Ao ||B]l1, and [|A]ls < 1, it holds that ||b]|; = <ﬁ,5>. Since by the success of PDW, [|[Anq,[loc < 1.

Ay, [l < 1, we have b; = 0 for j € My U My,. To show the weak uniqueness, let (z, b) be another
optimal solution, and assume that &,y = @,¢. Then, by fixing x,; in the optimization (100) at &,; and by
the lower eigenvalue condition, the the function is strictly convex in &g, g and by, . ]

Proof of Theorem 20

Proof. Part 1): By the construction of PDW, we have BMSf = byrm,, = 0 and BMbo = byr,, = 0. In the
following, we allow the optimal solution &, and b M. Of (100) to take any value as long as the nonbinding
SOC constraints assumption is satisfied. Thus, for any given &,; and b M. We can fix &, and bpy,, in
(100) and solve the following smaller program:

. 1 yMsf AMszsf AMsvabd msf O 2
| (e <0 A | 7| o | Al a0
Mpi e " Z My, 0 AManbd ~—— bei 2
—_——— 20
zO AO
subjectto ¢, x > | Dyz|,, Ve e LN\ L, (104b)

where 2 vty = Yty — A, o Tat = A, XaPibd + bty and bt = Aty 2 (Tgar — Tar). Let I°
be an identity matrix of size n,, —| M|, and 2°, ¢; and D} be the subvector and submatrix of , ¢, and D,
indexed by X and X} q, respectively, and w® be the subvector of w indexed by My U My, U My,;. Thus,
we have z° = A"ar;‘h3 +'wE" +1 ‘/’Jbi b M, - The solution (s, pq, by, ) of (104) is unique and coincides with
that of (100) due to the lower eigenvalue condition. Thus, the zero-subgradient condition (101) is satisfied,
which together with (102) can be written as:

1 AMsvasf AMsf7de Lys — Rt 0 1 Wy M, {zMsf
o 0 A My, X4 - 0 —— | Wiy, | FA [Py, | =0
Mm 0 A Lybd — Lhd b b m ;
My, Xbd My My WMy, h,
(105)
We can partition the above relation into equations indexed by M,;, which can be rearranged as:
SV (15, A° IS, I3 ] S B N (106)
My = N A My My~ Mpi BMM _ i)Mbi N\ My 0
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as well as those indexed by M U My,,, which can be solved for h MoUMp, = [ ﬁ/T\/lsf Ay T
N 1 .
Ry, = mIi\/lst My, (A% (2 — 2°) + wyp) . (107)
Since z° is the optimal solution of (104), it satisfies the optimality condition:
nlonT (A% — ) +wf + T30, by, —bae)) + >0 g+ DA =0 (108

LeLatnbiULLaULss
Combining (106), (107) and (108) and after some elementary operations, it yields that

T P T 5 D T4
AL o, Prgunt, + AL P, + Z ey + Dy ay = 0. (109)
L LaybiULbaULst

By Lemma 17, for any ﬁMbi € aHi)MbiHl’ there always exist iLMstMbo and {Dp, W}z, ULLqULy SUch
that ||kt Uy, |0 < 1. Thus, the strict feasibility condition is satisfied deterministically.
Part 2): Thus, by the lower eigenvalue condition and definition of Q% = [AO 1 ﬂbi} and h =

R R T
Arort, Roa,| - wecan solve (106), (108) and (109:
x) — z°
A = d ]
|:be1 bei

ol h oT ¢
AMstMboh’MszUMbo + AMbi h./\/lbi

(QMles\/lbl) QMb wh + nm (QMbIQ?\/lbi)_l h
Mbpi

—(Q, Qi) " Qi wE + AN (@i, Qia,,) Qi s (110)

Let I, and I}, denote the matrices that consist of the first |Xy¢| + |Xh,q| rows and the last | My,;| rows of the
identity matrix of size |Xsf| + [Xba| + [ Muil, respectively. Then, we can bound the estimation error A in
(90). First, we bound the infinity norm of bry,; — bay,, = IpA. By triangle inequality,

HIbAHOO S HIb(Q?\;lrbiQ.c/)\/(bl) Q./\/lblwh ||OO + nm)\HIb(QMbIQMbl) IQ.(;\;lrb HOO (111)

Since the second term is deterministic, we will bound the first term similar to Theorem 12. This concludes
the proof
Part 3): Now, we bound the ¢5 norm of the signal error xE’ —z° =1,A,

HIIAH2 S ‘|II(Q3\:1rbiQ?\/[bi)_lQﬂbiwgH2 + nm)\”IfE(Q?\:irbiQ.C/)\/lbi)_le\—l/l—biHOO,2' (112)

For the first term, we can apply standard sub-gaussian concentration. The second term is deterministic.
Combining them together yields the results.
0
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